YTEPI'TOITIOYAOX I'iwpyog

Hp/via yévvnong: 4 Maptiov 1985

e: yiorgos.stergiopoulos@gmail.com | geostergiop@aueb.gr
s: geostergiop.github.io

m: +30 694.898.8813

I. Xovoéc

Owovopké IMavemotiuo AOnvov Nos. 2015

Awdoxktopikd (Ph.D.) - Security and Critical Infrastructure Protection

¢ Epevvnrikéc [eproyéc: Acpdreio TANPoPopidv, ac@AAELD SIKTOOV, OVAAVGT aAANAEEAPTNOTG SIKTOWV
TANPOPOPIDV, KPLTTOYPOPIO KOl OVAOVULIC SUKTOOV, 0CPAAELN AOYIGHIKOD, HYOVIKT AOYIGUIKOD, 0vOADOT Kot
dueipion KivdHvov TANPOPOPLOKAOV GUGTNUATOV, ACPIAELN TIYOIOV KMOKA, TPOSTAGIO KPIGLLWOV VTOSOUDV,
Bewpia Ypaemv.

Owovopké Mavemotipio AOnvov Iav. 2011

Metomruyokd @ ITAnpoooproxd Xvotyuatoe (Badpoc: 8.34/10 - YrotTpooia)

* Moabnquoto: E@apuosuévn Kpumtoypaeio, ac@AAELN DTOAOYIGTOV Kol SIKTO®OV, OVATTUEN AOYIGUIKOD Kot
OPYLTEKTOVIKT] GUGTNUATOV, OCPAAELN TATPOPOPLAV KOl TPOCTOGIH VITOJOU®MY {OTIKNG onuaciog, avamTuén
CLGTNUATOV TANPOPOPIKNG Kot LEYAA®V PAoemV dEGOUEVAOV, ACPAAELN VTOAOYIOTAOV KOl SIKTO®V.

Havemotimo Hepaiog TovA. 2008

TItvyio ITAnpowopikic@ Tunua IIAnpopopiknc (Baduéc: 7.01/10)

* Moabnqpoto: AVTIKEWEVOSTPUPNS TPOYPUUUATIGHOG, AlkTva YToAoyiotdv, Teyvoroyieg AladikToov, Xyed10.0o1Og
KoL 0PYLITEKTOVIKT VIToAOYIoTAV, Kpuntoypapia, Acpdieia [TAnpopoplokdv Zvomudtev, Aoyikn oxediaon
YNOLIKOV KUKAOUATOV K.O.

I1. Akaonpaiki - Avvaxtik Ilpovanpeoia

Owovopké Mavemotiipio AOnvov

Erixovpog Kadnyntig — Acodairera [Iinpo@oplok®dv Zvetnpdtov
(DPEK - Ap. ®vilov 2074 - TEYXOZX TPITO - 6-6-2025) Tovv. 2025 — Zipepa
Adoackorio padnudatov:

e (BSc) Teyvoloyieg ko Hpoypouuatiouog orov loto (2025)
o (MSc) Eieyyog Aopalerag, [IME Aopaln ko Evpon Zvotiuazoe (2025)
Havemotimo Avyaiov

Erixovpog Kadnyntig — Acodiera IIinpogoprok®v LZvetypdtov ko Emkowvoviov
(DPEK - Ap. ®vilov 634 - TEYXOX TPITO - 22-3-2021) Map. 2021 — Iovv. 2025
Adoaokoro padnpdtov:
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o (BSc) Aopdiera IDnpopopioxav Zvotyuarwv, Tuque Mnyovikdv IIAnpogoplaxdv kot Emkowvoviakov
Yvomudtov (2021-2022, 2023-2024)

o (BSc) Aopdteia Aiktowv ko [lpootooiog e Ioiwnikotyog, Tuqpa Mnyavikdv [TAnpogoplaxkdv Kot
Enmwowoviakdv Zvompdtev (2021, 2022)

o (BSc) Aopatero Kivytav kou Aovpudarawv Aiktdowv Exikorvoviov (KAAE), Tuqpo Mnyovikov [TAnpogopilokav
xa1 Enucovoviakdv Zvotnudatov (2022)

o (MSc) Aopdlero diktdwv Yroloyiotwv kou Emkorvaoviov, Acpdieio [LE.X., Tuquo Mnyovikdv
[Tnpogoprokadv kol Exucoveoviakdv Zvotnudatov (2020-2021, 2021-2022, 2023-2024)

e (MSc) IIMX Acpdirera Bdoewv Agdopévov, Tufua Mnyavikeav IIAnpogpoproxodv kot Emkovoviakov
Yvomudtov (2023-2024)

o (MSc) IIMX Acpdlera kat Idiwticotnta 6to Aadiktvo tov Médlovtog, Acedieta ITLE.Z. - IOT, Tunua
Mnyovikadv ITAnpogoplaxdv kot Emkowvoviakov Zvotpdtov (2021-2022)

o (MSc) Acpdreto ITAnpogoplokdv Kot Emkovoviakov Zvotpdtov, Acedieio [LE.Z. — HA, Tpqua
Mnyovikadv [TAnpogoplaxdv kot Emkowvoviakov Zvotpdtov (2021-2022)

o (MSc) dioixnon Aopalerog 11X, Acpdrewn ILE.Z., Tuquo Mnyavikav ITAnpogoplaxdv kot Emkowvoviakov
Svomudtov (2020-2021)

Owovopké Mavemotiuo AGnvov

Evtetaipévog Aéktopag Mavemotnuiokos Yrotpopog Yent. 2016 — ipepa
AvtodOvapn ddackoria podnuatmv:

o (MSc) Eieyyog Aopaleiag (Owovopukd Iavemotio Adnvav, tuque ITIAnpoeopikng, ospéc: 2021, 2022,

2023, 2024)

o (MSc) Kpvrmroypopio kot Epopuoyés (Oucovopuco [ovemotipio Adnvav, tuiua ITAnpogopiknig, oepéc: 2016 —
2024)

o  (MSc) Avartoén Epapuoymv orov loté (Owovopukd [avemotypio Anvav, tpuqpe ITAnpoeopikig, oepéc:
2018-2022)

o (MSc) dwoyeipion Aopdlerag Iinpopopiadv kot Ilpootaciog Yrodouwv (Owkovopukd Iavemotiuo Adnvov,
tuquo IIAnpogopikng, oepés: 2020)

Havemotnuokég Yrétpogog (N.4009/2001) (N.4009/2001) Xent. 2016 — Xent. 2020

e (BSc) Aopdleia I npogpopioxav Lvornuarwv (Owovopkod [oavemotpio Adnvav, tpuqpa IIAnpoeopiknig, 2017,
2018, 2019, 2020)

e (BSc) Teyvoloyieg kau mpoypouuotionos orov loto (Owovopkd Iavemotipo Anvav, tuniue IIinpopopikig,
2018, 2019, 2020)

Hovemotnuo Iepord

Evretaipévog Aéktopag (Adjunct Lecturer) DePp. 2016 — Aek. 2020

Yuv-01dackoiio pobnudtov:

o (MSc) Aopdiero Kpomroypagixawv Hpwtoroilwv (IIponyuéva cuoTAROTO TANPOPOpPIKNS, Ilavemiotipuo
Iepard 2016-2018)

o (MSc) Aopdiero Aiktowv kou Emixorvovicov (ITovemotio Hepord, 2016-2020)

o (MSc) Aopdleio [TAnpopopiawv (ITAnpopopikn , Iavemorthwo Iepoaid, 2016-2019)

II. Zvppetoyn oc épyo E&TA

ITIILA. ALTUS L.S.A.

2ouBovioc Acpdielog

1. "Epyo mpoctociog TANPOQOploK®Y CUGTNHAT®Y Kol GUUPOLAEVTIKEG VAN PESiec AcpdAelag Aoyiopikod drones
Tovv 2024 — ITapév
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III.A. The Hive Labs (THL)

2oupBoviog Acodielog Yent 2024 — Iapov

2.

[apoyn cvpPovievtikng KLPEPVOACPALELNG/ ACPUAELNS KPIGIU®MV VITOOOUMY GYETIKE LLE TNV OPYLTEKTOVIKY| Kot
TO GYEOIOGO CUGTNUAT®Y, TNV ETIALGN TPOPANUAT®V, TNV OVIADCT] TPOTOV CMUEIOV Kol AGPAAELNS OVTOV
gvavtia og kuPepvoemiBéoeic, Kabmg Kot TNV avantoén uebddmv, TV TOCOTIKOTOINGN Kol TV TLTOTOINGN
OepdTov 0oPULENG GUOTNUATOV.

I11.B. Expertise France — Group AFD - EOvuc Apyn KvBepvoasepdirerag

Ewwédc Epevvnic KvBepvoaoc@aisiac

Amp 2025 — Iovv 2026

‘Epyo “23EL31 Strengthening national cybersecurity governance and resilience of critical infrastructures in

Greece” for the benefit of the Government of the Hellenic Republic”, ota mAaicia tov €pyov avdmtuéng g
viomoinong tov Kavoviepov EE 2022/2555 o€ cvvepyacia pe tnv E6vikn Apyn KvBepvoasedieiog (EAK).

TovA 2024 — Nog 2024

‘Epyo ““’Expert on Digital Transformation, part of the cooperation project “22ELO03 - Next generation of digital

9999

public services””, ot mAoiclo TOL épyov avdmtvéng tng vAomoinong tov Kavoviepuodv EE 2022/2555 oe
ocvvepyacio pe v EBvuay Apyn KvBepvooaosodireiag (EAK).

Amp 2023 — IovA 2024

"Epyo “Contract for the provision of individual expertise services as part of an international cooperation project”.

[Mapoyn e&edikevpévav vInpecidv Epevvag Kot avamtuéng pebodoroyidv KuPepvoacedietag kot agloldynong
KuPepvoacparelog cuoTNUdTOV, 6TA TAAICH TOV £pyoL avamtuéng tng EOvikng Ztpatnyknig kufepvoacpdieiog
o€ ovvepyacio pe v EBvikn Apyn KuBepvoasedielog (EAK).

ILI". Owovopikoé Mavemotipio AOnvov

10.

11.

12.

HLI'.1 Emoetnuovikéc Xvvepydtne E&TA (Enik. KaOnyntic mtav/pov Aryaiov) Iovv 2015 — Mapov

CYBER-EDU: Teyvoroywn ‘Epevva kot avoartuén oty KoPepvoacpdieio [TAnpogoplakdv Zvotuidtov Kot
Yoprokdv Yrodopumv YITAIOA.

‘Epmepog  Epegvvnrrg KuBepvoaoedieag, oto mhaicio tov épyov, «TEXNOAOITKH EPEYNA KAI

ANAIITYZEH XTON TOMEA THX KYBEPNOAXDAAEIAZ», ypnuatodotnon Ymovpyeiov Pnelokrg
AwkvBépvnong oe cvvepyaocia pe v EBvikr Apyng KvPepvoacoedietog.

Exnévnon e MeAétng Acpdieiag yio tnv ynelakn StachvoeoT TV TANPoQopLaK®Y cuothudtov tov EGvikon
Dopéa Kowvaviknig Acedaiong (e-EDKA) pe 1o Evponaixd Xvomue Hiektpovikng Avtoiiayng [TAnpogopidv
Kowovikng Acpdiiong (Electronic Exchange of Social Security Information - EESSI), oto mAaicio tov épyov
«MEAETH AXOAAEIAY AIAYYNAEZHEX TOY e-EPKA ME TO EYPQIIAIKO XYXTHMA
HAEKTPONIKHE ANTAAAATHE ITAHPO®OPIQN T'TA THN KOINQNIKH AXOAAIZH (ESST)».
‘Eumeipoc Ewwog Emotiuovog KuBepvoaoedielng, oto mhaicto tov épyov, «MEAETH AXDAAEIAX
OAOKAHPOMENOY XYXTHMATOX TITAPAKOAOY®HXHYX & KATAIPA®HY AAIEYTIKON
APATXTHPIOTHTQN (OZITA)».

Moapoyn vanpeciov Ewwov Emomuova KuBepvoacedieiog, 6to mAaicto tov £pyov, «MEAETH AXDAAEIAX
AIAYXYNAEXHE TOY EONIKOY OPTANIZEMOY ITAPOXHZ YIIHPEZION YTEIAY (EOITYY) ME TO
EYPQITIAIKO XYXTHMA HAEKTPONIKHE ANTAAAATHE TIAHPO®OPION KOINQNIKHX
AXDOAAIXHE (EOITYY - EESSI)».

Soupoviog aceareiog yio TexVIK) vTooTtNPEn ™G avaPadenc tov cvotuatog OITE dwoyeiptong dSIKOGTIKOV
vroBécemv dotknTikng dikatocvvng (OIIX).

MMopoyn e&edikevpévav vanpecidv Epeuvag otov Topéa TG  KuPepvoaceaieiog, Owovoukd Tlavemoriuo
Abnvov (OITA).
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13.

14.

15.

16.

17.

18.

19.

20.

21.

22,

23.

[Mapoyn vanpeciov Ewdikod Emotiuova KvPepvoacedielag, oto mhaicto tov épyov, «EINIZETHMONIKOX
YYMBOYAOZ XE IIPOTYIIA AXDAAEIAY UN/ICAO (INCAO-PKI)» ywo Bépata xvfepvoacpalelog
ynoewkov dafatnpiov, ypnuoatodotnon Digital Security Technologies S.A..

[Hapoyn vanpecidv Ewdikod Emotnpovikod Zopfodiov yia tov EAeyyo TG GLUUOPP®OGTG TOV Xyediov AGQAAELNG
tov ITAnpogoplaxod Xvotiuatog Eispraxis pe tnv woyvovca IloAitiky Acodiewng tov IIAnpopoplakdv
YvotudTev Tov Yrovpyeiov Oovopk®v, yio Tov EAEYX0 NG EQOPUOYNS Tov Xyediov Acepdiewng tov 11X
Eispraxis mov tpoékvye amd 1 Mehétn Acpdrelag, KaBmg Kot Yo cUTOUATOTOMLEVOLS EAEYXOVG TPMTOTNTOS LUE
yxpnon €K Aoyisukov, og e&ng: (o) Teyvikol éheyyor evmabewmv (technical vulnerability assessment), ()

"Eleyyor mopeicdvong (penetration tests), (y) ‘EAeyyol acodielag epappoyov (web application tests) kot (8)
‘Eleyyor avOektikdomntog oe @optio (stress tests), oto mhaicto tov épyov «AEIOAOT'HEH AXDAAEIAX

IMAHPO®OPIAKOY XYEXTHMATOZX EISPRAXIS THX ANEEAPTHTHX APXHX AHMOZXZION EZOAQN
(AAAE)».

‘Epumeipoc  Epgovnrrig KvPepvooaooddreng, oto miaicio tov épyov «IIAPOXH EZEEIAIKEYMENQN

YIIHPEZIQON EPEYNAX XTON TOMEA THX KYBEPNOAXZOAAEIAX», ypnuoatoddton Ymovpyeiov
Ynoloxng Ataxopépvnong oe cuvepyacio pe v EOvikn Apyng KvBepvoaspdietog.

‘Eumeipoc Ewdwkdg Acedreing TIIE oto épyo «Avooyediacpog g pebodov ITTIZ-EOD-ESMI yuw v

a&l10AGYNON AGPAAELNG TV TANPOPOPLOKADY GUGTIIATOV EYKEKPLUEVMV OTKOVOUIK®Y QOpEDV» (XpMUaTtoddTnon,
I'evikn [pappateiog [TAnpoeoplokdy Zuotnudtoy).

E1d1kdc¢ emotipovag oto épyo “Consulting Services for the Compliance of RAVAGO group companies with the
GDPR requirements” (Idiotikn ypnpoatoddomon / RAVAGO).

Edikéc emotiuovag oto épyo “Teyvikn kot dwoyelptotikn vrootpién tov Apiototeieiov [Hovemotnuiov
®eccaiovikng katd v epapuoyn tov IKIIA™.

Edwkoc Acpdrelog otig TIIE, oto £pyo “Edikog teyvikog cvuppovrog miotomoinong g PAE (PvOuiotikn Apyn
Evépyetrag) katd ISO 27001 kot ACER/NRA”.

Edwog Acpalelog otig TIIE, oto épyo “Emotnpovikoc Zoppoviog OSEVEN og 8épata I'KIIA, Ipotdnov ISO
27001 kon eAéyymv acedieas”. (Idwwtkn Xpnuatoddtnon / OSEVEN).

II1.I".2 Epsovntnc AcQaicloc

Mertadiaktopikn épevva oto Tunpa ITAnpopopikng mge Zyoine Emomudv & Texvoloyiag e ITAnpopopiog
tov Owovopkov TTavemomuiov Adnvav (6n TZEE, 24 Iovviov 2015) 610 yveootikd avtikeipevo «Acpileio
Kpiowwv Yrodoumv». Emieypeva épya E&TA:

DdePpovdprog 2018 — Tavovdprog 2019: Koprog Epgovnmig oto épyo “APAZH II 2017: Maritime Infrastructure
Network Resilience” (Xpnuoatoddton, EAKE/OITA)

Movtelomoinon Kvduvov oAAnAeaptnoemy Kal EVTAOEIDV TOV TANPOPOPLIKDOV GLGTNUATOY OaAdcoiny
OkToV  (Apéveg, dpopoAdylo mAoiwv, 0Oéoelg aykvpofoAnoncg) g ypaonuoata e&aptnong. Meléteg
VTOAOYIGLOV KIVOOUVOL £EAPTNONC GUUPOPTONG KOl KABVOTEPTONG KOt TOV TPOTOL [LE TOV 0TToi0 eNNpedlet Ta
dpopordylo TV mAoiov petald Sucuvoedspévov Muévav oe mepintwon embécenv 1 Kataotpoemv. H
etopeio MarineTraffic mapeiye dedouévo kvkiopopiag mhoimv. To amotélecpo a&loAdynoe tov Kivéuvo
oLUEOPNONG 6TOVG AMUEVES Kal TIC VTTOAOYILOUEVES dadpouég eEdptnong and Tov Kivovvo (dnradn Tov Tpdmo
pe tov omoio mbov cupeEdpNnon AOY® EMOECEDY 1| KATOOTPOPMY GTO GUOTNUATO VOGS AléEVe emnpealet
GALOVG O10.GVVIEDEUEVOVE AMUEVES LECH SLUOPOUDY TAOI®YV).

DePpovdprog 2018 — AekéuPprog 2018: Epgovntiig oty llpocstacia Aedopévmv, oto £pyo “Tlapoyn vanpecidv
eumepoyvopovo o 0épota Ipootaciog Ipocwmkedv Agdopévov oto miaicio tov GDPR (General Data
Protection Regulation)”.

Oxtofprog 2018 — AsxéuPprog 2018: Ewdwég Acearerog otig TIE, oto épyo “Melétn Acedielng
ITAnpogopiaxod Xvotiuatog Mntpdov IToMtov oe mepifdirov CLOUD”.
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24.

25.

26.

27.

28.

29.

30.

SentéuPprog 2017 — Iovviog 2018: Ewdwkog Eréyyov Acodlrerog otig TIIE, ot0o épyo “Merértn, aviivon Kot
emkatponoinon mhoisiov-toltikedv TAnpogoplakng acpdrens AEAAHE ALE. (Awyeipiotig tov EAAnvucon
Awtoov Awavopng Hiektpwng Evépyelog” (Idwwtikr] Xpnuotodotnorn / AEAAHE A.E.).

AexépPprog 2016 — Aexépuppiloc 2017: Kdprog Epegovntiig oto £pyo “APAXH 11 2016 :Weighted Interdependency
Modelling for IT Transportation Infrastructures” (Xpnuatodotnon, EAKE/OIIA)

Risk assessment of congestion - analysis of traffic flow using IoT smart sensors from the UK transportation
network. Interdependency-sensitive approaches to risk assessment and deploy it both in real-world
transportation infrastructures across the entire UK transportation road infrastructure over a time-span of
multiple years and also (on a microscopic level) in internal ICT systems; tackling relevant security, privacy and
compliance issues and proposing tried-and-tested novel solutions.

Noéupplog 2016 — lavovdprog 2017: Ereyktis Ac@aierog oto épyo “Eleyyor ac@dieing MAEKTPOVIKNG
epappoyng tpanelag Iepadg A.E.” (Idtwtikn Xpnuoatoddton / Tpamreloa [epoidg).

AexéuPprog 2015 — defpovapioc 2016: Ereykmig Ac@arerag oto £pyo “Eleyyoc, Avapdduion kot ITictomoinon
Acoarelog [TAinpopoplakadv Zvotnudatwov e AEIIA A.E.” (Ioiwtikn Xpnupatodotnon / AEIIA. A.E.).

Noéuppilog 2015 — AekéuPprog 2015: Ereyktig Ac@aierog 6to £pyo “Avopaduon kot ‘Eleyyoc Acodielog
EBvikov Zvotmiuatog Hiextpovikov Anpociov Xvppdoswv EXHAHE — MIS 519329 (Emyep. Ilpdypoupo
«Pnoaxn Zoykhony, EZITA 2007-20137).

Oxtopprog 2015 — Mdawog 2016: Epegvvntig oto épyo “OAIKY: OlMotikn [pootacio Kpiciumv Yrodopwv:
AvbBektikdtnra kot [Ipootacio Alacvvéécemv” (Idwmtikn ypnuatoddtnon / AIANEOZXIY)

To épyo OAIKY omookozmel 6TV KOToypop Kot aroTipnor Tov 6vikdv Kpiciumy VTodoumy, Kadmg Kot ot
SOTOTMGN GVYKEKPLUEV®V KOl TEKUT PLOUEVOV TPOTAGEWDY TOALTIKTC TOV ATOPAETOVY GTNV ETAPKN TPOSTACIN
Tovg amd kuPepvoemiféceic. Or moAITIKEG TOL Oa S TVT®OOVY ATOGKOTOVV, E0IKOTEPO, GTNV 0OENGT TNG avOe-
KTIKOTNTOAG TOV KPIG®V VTodopu®V 6€ eMBESELS, KOOMDG Kol 6TV AMOTIUNOT TOV AAANAEEAPTICEDY TOVGS, LE
OKOTIO TNV 1EPEPYNON TNG ONUAVTIKOTNTAG KAOE VTTOdOUNG.

IovAlog 2015 — OxtmPprog 2015: Ereyktig Ac@aierag oto épyo “Ilapoyn cuPOLAELTIKGOV VANPECIOV Yia
dnuovpyio dradikaciog Kot pebodoroyiog eréyyov mnyaiov kMO Kol OVTIUETOTIONG enécemv AcUlelng
otov Browser tg ETE (EOvixn Tpdmela g EALGdog A.E.) amd un eovorodomuéveg ovtdotreg ” (Idimtikn
Xpnuatodotnon / E6vikn Tpanela tng EAAGdog A.E.).

IILI'. European Union Agency for Network and Information Security (ENISA)

Expert consultant

31.

32.

33.

NIS Expert consultant on Support on activities for InfoHub (2) 2emr 2023 — Aex 2023
o Emomuovikn épeuva kat a&loAdynon g moAng Infohub (koufoc TAnpogopidv) yia v opydvmon kot
1 6140g01 GTO KOO TANPOPOPLDY GYETIKA [LE TNV KLPEPVOUGPAAELD.
NIS Expert consultant on Support on activities for InfoHub prototype 2ert 2022 — Nogu 2022
o Emompovikn £pguva Kot vrootpién katd TNV avantuén Kot cuvtipnon ToANG (Kopfog TAnpopopidv),
povoamevBuvtikng Qupidag yio v opydvmon kat T SbecT) 6TO KOO TANPOPOPIDY GYETIKA UE TNV
KuPepvoacpaieta, kot 0E6TIoT S101KAGTIKOD TAAIGIO Y10 TV VTOGTNHPIEN SPACTNPIOTHTOV
OL(EIPLONG YVOOTG LEYIOTOTOIOVTOG TIG CLUVEPYELES LLE TOV EVPAOTAIKO ATANVTO KUPEPVOUCPAAELNG.
NIS Expert consultant on stock taking of good cyber security practices under NIS 2.0 ®eff 2021 — Amp 2021

o Emomuovikn aviluon KaADV TPaKTIKOV acPAAELNg 6TOV KLPBepvoydpo og 1) Ynolakég vrodopéc: a.
Kévtpa 6edopévav B. CDN vy. Hiextpovikég emkovovieg d. ITdpoyor vanpecidv Trust, 2) Yyeia: a.
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Epyootmpia avagopdg EE B. 'Epguva kot Tapackenn] papUakeLTIK®V Tpoidvimy v. Epevva kot
TOPOCKELT] WUTPOTEYVOLOYIKAOV TTPOIOVT®V, 3) Anuoocieg dlotknoeig: 4) Ardotnpa.

34. NIS Expert consultant for “Cyber security in the aviation sector” Amp 2020 — lodl 2020
o Emompovikn vrootipign kotd v epappoyn g odnyiag (EE) 2016/1148 yia v acedieia dSiktomv
ka1 mAnpoeopidv (NIS), Kot cuYKEKPIUEVA Y10, TOV TOUEN TOV OEPOUETAPOPDV.

IILA. ICT PROTECT - Intrasoft-NetCompany — EU DG TAXUD (EU cybersecurity for PoUS)
2oufovioc KuBepvooopdretog Mdu 2022 — Noéuf 2023

35. Zoppovirog KuBepvoaospaireras oto épyo « Risk assessment, Security plan activities for TAXUD DGvy.

Avantoén pekétng Avalvong Kwvdovou g kuBepvoacpdaietag tov cvotiuatog CCS-CCNI, tov svotipatog
DevSecOps, kot t@v avtictotyov Zyedinv Acpdirelog.

Extéheon opoaocmnplottov mapoyig GUUPBOVAELTIKOY Kol TEYVIKOY LANPECIOV KLPEPVOUCOIAEING Yo TNV
avTeTonion tov avoykov g EU Directorate-General for Taxation and Customs Union (TAXUD) oyetikd pe
10 oYé010 acpdielng yuo To svotnua CCNI kar tov avtictoyov DevSecOPS, éva niektpovikd péco yuo tnv
EMKOPOOT KOL TNV Om0ONKEVOT OTOSEIKTIKMOV TEADVIAKOD YOPUKTNPA d0POPOV EUTOPEVUATMV KOl Y10, TNV
amodeln Kol EMKOPOOT TOL YOPUKTINPU TOV EUTOPELUATOV OTAV TO EUTOPEDUOTO ETAVEICAYOVTIOL GTO
TeAvelako £0apog g E. Evoong.

36. oppoviog Kvpepvoaosparerag oto £pyo « Risk assessment, Security plan activities for TAXUD DGy.

Avantoén perétng Avaivong Kwvdovov g kuPepvoacedieag tov suotiuatog PoUS katl tov avtictotyov
Yxediov AGQAAELNG.

Extéleon dpaoctnplotitv mapoyfg GUUBOVAELTIKOV Kol TEYVIKMOV VINPECIOV KLUPEPVOASPAAELNS Yo TNV
avteTonion tov ovaykdv g EU Directorate-General for Taxation and Customs Union (TAXUD) oyetikd
UE T0 GY£d10 aoPirelng Yo To cvoatnua PoUS, éva nAektpovikd HEGO Yo TV EXKDPOGT Kol TNV 0rodnKevon
OTOJEIKTIKMOV TEAMVIOKOD YOPOKTNPO S0pOp®Y EUTOPEVHATOV Kol Yo TNV amddEEn Kol ETKLPOOT] TOV
YOPOUKTI PO TOV EUTOPEVHATMOV OTAV TO EUTOPEVUOATO EXAVEIGAYOVTOL GTO TEAMVELNKO £0a.pog tng E. Evmong.

IILE. Anpéore Emyeipnon Agpiov (AEITA. A.E. — Horizon 2020)
Teyvucoc Epevvnmig  kou XouBovroc Acpdietoc [TAnpogopiodv Iovv 2019 — Noép 2021

37. Tloviog 2019 — NoéuPprog 2021: Epgovntiig kon Xoppoviog Acedirerag ITAnpogoprdv oto épyo «SecureGasy
10 onoio ypnpatodoteitan and v EE (Grant agreement ID: 833017, H2020 - EU.3.7.4).
SecureGas is an EU-Funded project to increase the security and resilience of the European gas network, by
taking into account physical and cyber threats. SecureGas tackles theyyse issues by implementing, updating,
and incrementally improving extended components, integrated and federated according to an High-Level
Reference Architecture built upon the SecureGas Conceptual Model, a blue print on how to design, build,
operate and maintain the EU gas network to make it secure and resilient against cyber-physical threats.

IL.Z. Hovemomiuo Hepard
"Euneipoc Epsvvntiic (Senior Researcher) Tovv 2017 — Iapodv

31. Iovhog 2018 - IovAtog 2021: "Epzmerpog Epgvvntiig 610 épyo «Avamtuén Mebodoroyimv kot Eveouatouévoy
Avcewv Acpdrelag yioo Texyvoroyieg Internet of Things ce miektpovikég Ymnpeoieg Yyeiog - MEAITY»
(kwodwkog épyov TIEAK-01958), Apdon Epevvar-Anovpyd-Kawvotoum.

32. Tavovdpiog 2017 - Todriog 2017: Kdprog Epguvntiig (Principal Research Investigator) cto épyo “Word of Mouth”
(ISwwikn ypnuatoddmon / Google DNI)
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WoM is a prototype project funded by Google DNI and the aim of the project is to develop a prototype mobile
application that will allow the peer-to-peer spreading of Geo-location news, while at the same time protecting the
location and other privacy characteristics of the users.

IV. Anpocievpévo épyo

IV.1. A&omoinon emoTRovIKOD £pyov amd GAAoVG EPELVNTES

2TaTIOTIKG 6ToLYEin
(IImyn scholar.google.com, 28/05/2025)
Y0Ovolo citations | 1536
h-Index: 21
i10-index: 39

IV.2. ZOvoyn TePLodik®V Kol cuvedpiav pe vynii fabpoioyio — emotnpovikn £ék0eon

Impact Factor (journal)

Ieprodiké 1| Zuvédpro Accep tan::: Rate (%)
(conference)
IEEE SYSTEMS Journal 4.802 (2023)
Idaho National Laboratory 2021 Resilience Week (RWS), N/A (US National laboratory
IEEE conference)
ACM SIGMETRICS PER 2.77 (2016)
Computers and Security (COSE) 5.105 (2023)
Computer Networks 6.710 (2022)
International Journal of Critical Infrastructure Protection 3.683 (2023)
International Journal of Information Security (Springer) 2.8 (2022)
IEEE ACCESS 3.9 (2022)
European Symposium E)élsl({)e}:?érg? in Computer Security 16% (2017)
International Conferer(lglei: grllR ie;}l)nty and Cryptography ~20% (2018)
Engineering Secure Software and Systems (ESSOS) 26,4% (2012)

IV.3. Empuéiero TpoKTIKOV GUVESPI®V KOl TEPLOOLKMOV

1. [Ed-1] Gritzalis D, Theocharidou M, Stergiopoulos G. Critical Infrastructure Security and Resilience. Springer,
Cham; 2019.

2. [Ed-2] Guest Editor, Machine Learning in Intrusions Detection and Attacks for Smart IoT Ecosystem, Special Issue -
Internet of Things Journal, Elsevier, 2023 (accepted invitation, pending approval)

IV.4. Avotpipég

Buoypagikéd onpeiopa Fedpyrov X. Xtepyrdmoviov - 7



2.

[A-1] T. Zrepyridmovrog, «Aopdleia Kpioiuwv Ymodoudv oe emimedo olinloeloptioewv Koi Aoyiopikovy,
Adaxktopikr] Awpifn, Tpnpa ITAnpogopikic, Owkovopkd [avemotipio ABnvav, Aexépfprog 2015.

IV.5. Zuyypa@i] kepolainv 6€ 6VALOYIKOVS TOROVS

3.

[B-3] “Acepdiern [TAnpopopidv ko Zvommuatov otov KuBepvoympo”, EKAOXEIZ NEQN TEXNOAOI'IQN,
Maptiog 2021, Xoxpatng K. Katowag — Ztépavog ['kpitlaing — Kovortavtivog Aapmapvovdaxng (Ed.), ISBN13:
9789605780647.

[B-2] Stergiopoulos G., Katsaros P., Gritzalis D., "Execution path classification for vulnerability analysis and
detection", in E-Business and Telecommunications, Obaidat M., et al. (Eds.), pp. 293-317, Springer (CCIS 585),
2016.

[B-1] Stergiopoulos G., Theocharidou M., Kotzanikolaou P., Gritzalis D., "Using centrality measures in dependency
risk graphs for efficient risk mitigation", in Critical Infrastructure Protection IX, Shenoi S. (Ed.), pp. 25-40, Springer,
2015.

IV.6. Emotypovikad [eprodikd

6.

10.

11.

12.

13.

14.

15.

16.

[J-33] George Stergiopoulos, Sozon Leventopoulos, Michalis Karamousadakis, Benjamin Schuster, and Dimitris

Gritzalis, “Enhancing Urban Heatwave Response Planning through Spatial Dependency Risk Analysis: A Case Study
of Vienna City Center”, IEEE ACCESS, 2025. (under review)
[J-32] Raptaki, M., Stergiopoulos G., Gritzalis D, “Automated Cybersecurity Impact Propagation Across Business

Processes Using Process Mining Techniques”, International Journal of Information Security (1JIS), 2025

[J-31] Vasilellis E., Katsiolis A., Gritzalis D., Stergiopoulos G., Sotiriou C., “The sound of malware: An audio

fingerprinting malware detection method”, International Journal of Information Security, May 2025.

[J-30] Antonio Di Pietro, Francesco Cavedon, George Stergiopoulos, Vittorio Rosato, “Modeling fault dynamics of

interdependent assets in complex urban environments using open-data: Extended version”, Springer Nature Computer
Science, 2025.
[J-29] Raptaki, M., Stergiopoulos G., Gritzalis D., Automated event log analysis with causal dependency graphs for

impact assessment of business processes, IEEE ACCESS, 2024.

[J-28] Stergiopoulos, G., Kotzanikolaou, P., Adamos, K., & Mitrou, L. “Scaling Private Proximity Testing Protocols
for Geofenced Information Exchange: A Metropolitan-Wide Case Study”, Computer Networks, Elsevier, 2024

[J-27] Leventopoulos S., Gritzalis D., Stergiopoulos G., "Malware as a geopolitical tool", in Malware - Handbook of
Prevention and Detection, Gritzalis D., Choo K.-K. R., Patsakis C. (Eds.), Springer (Advances in Information
Security), 2024

[J-26] K. Pipyros, M. Gounari, G. Stergiopoulos, D. Gritzalis, “Harmonizing Open Banking in the European Union:
A Comprehensive Analysis of PSD2 Compliance, Security Frameworks, and Data Protection Standards”,
International Cybersecurity Law Review, Springer, 2023.

[J-25] P. Dedousis, G. Stergiopoulos, G. Arampatzis and D. Gritzalis, "Enhancing Operational Resilience of Critical
Infrastructure Processes through Chaos Engineering," in /EEE Access, DOI: 10.1109/ACCESS.2023.3316028.
[J-24] Adamos, K., Stergiopoulos, G., Karamousadakis, M., & Gritzalis, D. (2023). “Enhancing attack resilience of

cyber-physical systems through state dependency graph models”. International Journal of Information Security,
Springer, 1-12.

[J-23] George Stergiopoulos, Panayiotis Kotzanikolaou, Charalambos Konstantinou, and Achilleas Tsoukalis,

“Process-Aware Attacks on Medication Control of Type-I Diabetics using Infusion Pumps”, IEEE Systems Journal,
2023.
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17.

18.

19.

20.

21.

22,

23.

24,

25.

26.

27.

28.

29.

30.

31.

32.

33.

[J-22] Lygerou 1., Srinivasa S., Vasilomanolakis E., Stergiopoulos G., Gritzalis D., "A decentralized honeypot for IoT
Protocols based on Android devices", International Journal of Information Security, July 2022.

[J-21] Dedousis P., Stergiopoulos G., Arampatzis G. and Gritzalis D., A security-aware framework for designing in-
dustrial engineering processes, IEEE ACCESS, November 2021.

[J-20] Xarhoulacos C.-G., Anagnostopoulou A., Stergiopoulos G., Gritzalis D., "Misinformation vs. situational

awareness: The art of deception and the need for cross-domain detection", Sensors (Special Issue: Cyber Situational
Awareness), August 2021.
[J-19] Stergiopoulos G., Gritzalis D., Anagnostopoulou A., Vasilellis E., "Dropping malware through sound

injection: A comparative analysis on Android operating systems”, Computers & Security, February 2021.

[J-18] G. Lykou, P. Dedousis, G. Stergiopoulos, D. Gritzalis, “Assessing Interdependencies and Congestion Delays in
the Aviation Network”, IEEE Access, 2020

[J-17] Gkotsis 1., Gazi A., Gritzalis D., Stergiopoulos G., Limneos V., Vassiliou V., Koutiva E., Petrantonakis D.,
Lefkokilos E., Agrafioti E., Chalkidou A., Drakoulis D., Eleftheriou A., Skalidi A., Demestichas P., Fuggini C.
(2020) Securing the European Gas Network, the Greek Business Case. Special Issue “Technology Advances and

Support for Security Practitioners” of Security Informatics and Law Enforcement, Springer, ISSN: 2523-8507, 2021
[J-16] Dedousis P., Stergiopoulos G., Gritzalis D., “An improved bit masking technique to enhance covert channel
attacks in everyday IT systems", in ICETE-2020, Obaidat M., et al. (Eds.), Springer, 2021

[J-15] Stergiopoulos G., Dedousis P., Gritzalis D. “Automatic analysis of attack graphs for risk mitigation and
prioritization on large-scale and complex networks in Industry 4.0”, International Journal of Information Security,
Springer, 2022, https://link.springer.com/article/10.1007/s10207-020-00533-4

[J-14] Dimitris Koutras, George Stergiopoulos, Thomas Dasaklis, Panayiotis Kotzanikolaou, Dimitrios Glynos,
Christos Douligeris, “Security in loMT Communications: A survey”, SENSORS Journal, MDPI, 2020.

[J-13] Stergiopoulos G., Gritzalis D., Limnaios E., “Cyber-attacks on the Oil & Gas sector: A survey on incident

assessment and attack patterns”, IEEE Access, 2020.

[J-12] D Gritzalis, G Stergiopoulos, E Vasilellis, A Anagnostopoulou, "Readiness exercises: Are risk assessment
methodologies ready for the Cloud?", Learning and Analytics in Intelligent Systems, Vol. 14, pp. 177-192, Springer,
June 2020.

[J-11] George Stergiopoulos, Panagiotis Dedousis, Dimitris Gritzalis, Automatic network restructuring and risk

mitigation through business process asset dependency analysis, Computers and Security (CoSe), Volume 96, 101869,
ISSN 0167-4048, 2020.

[J-10] Malamas V., Dasaklis T., Chantzis F., Stergiopoulos G., Kotzanikolaou P., Douligeris C., "Risk Assessment
Methodologies for the Internet of Medical Things: A Survey and Comparative Appraisal,”" in IEEE Access, vol. 9, pp.
40049-40075, 2021.

[J-9] Stergiopoulos G., Chronopoulou G., Bitsikas E., Tsalis N., Gritzalis D., “Using side channel TCP features for

real-time detection of malware connections”, In: Journal of Computer Security, Vol. 27, no. 5, pp. 507-520, 2019.
[J-8] Stergiopoulos G., Kapetanas N., Vasilellis E., Gritzalis D., "Leaking SCADA commands over unpadded TCP/IP
encryption through differential packet size analysis", Security & Privacy, April 2019.

[J-7] Stergiopoulos, G., Valvis, E., Mitrodimas, D., Lekkas, D., & Gritzalis, D. (2018). Analyzing congestion
interdependencies of ports and container ship routes in the maritime network infrastructure. In: IEEE Access, 6,
63823-63832.

[J-6] Stergiopoulos, G., Gritzalis, D., & Kouktzoglou, V. (2018). Using formal distributions for threat likelihood

estimation in cloud-enabled IT risk assessment. In Computer Networks, Elsevier, 134, 23-45.
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34.

3s.

36.

37.

38.

[J-5] Stergiopoulos, G., Valvis, E., Anagnou-Misyris, F., Bozovic, N., & Gritzalis, D. (2017). Interdependency
analysis of junctions for congestion mitigation in transportation infrastructures. In ACM SIGMETRICS Performance
Evaluation Review, 45(2), 119-124.

[J-4] Stergiopoulos, G., Kouktzoglou, V., Theocharidou, M., & Gritzalis, D. (2017). A process-based dependency

risk analysis methodology for critical infrastructures. In: International Journal of Critical Infrastructures (Special
Issue), 13(2/3), 184-205.
[J-3] Stergiopoulos, G., Katsaros, P., & Gritzalis, D. (2017). Program analysis with risk-based classification of

dynamic invariants for logical error detection. In: Computers & Security (CoSe), Elsevier, 71, 36-50.
[J-2] Stergiopoulos, G., Kotzanikolaou, P., Theocharidou, M., Lykou, G., & Gritzalis, D. (2016). Time-based critical

infrastructure dependency analysis for large-scale and cross-sectoral failures. In: International Journal of Critical

Infrastructure Protection, Elsevier, 12, 46-60.
[J-1] Stergiopoulos, G., Kotzanikolaou, P., Theocharidou, M., & Gritzalis, D. (2015). Risk mitigation strategies for
critical infrastructures based on graph centrality analysis. In: International Journal of Critical Infrastructure

Protection, Elsevier, 10, 34-44.

IV.7. Avakowvdoelg 6g Emoetnpovikd Xovéopra

39.

40.

41.

42,

43.

44,

45.

46.

47.

[C-26] G. Stergiopoulos, S. Leventopoulos, D. Gritzalis, "A Machine Learning approach to optimizing cybersecurity

spending in critical infrastructures", in /Proc. of the 21st International Conference on Security and Cryptography/
(SECRYPT-2024), ScitePress, France, July 2024.
[C-25] A. Anagnostopoulou, T. Papaloukas, G. Stergiopoulos, D. Gritzalis, "From plant to lab: Evaluating and

comparing industrial emulation tools for real-world testing in Industrial Control Systems", in Proc. of the 21st
International Conference on Security and Cryptography (SECRYPT-2024), ScitePress, France, July 2024

[C-24] Antonio Di Pietro, Francesco Cavedon, Vittorio Rosato and George Stergiopoulos, "Modeling Networks of

Interdependent Infrastructure in Complex Urban Environments using Open-data", COMPLEXIS 2024.
[C-23] Adamos, K., Filippopoulos, 1., Stergiopoulos, G., & Gritzalis, D. (2023, June). A Survey on National Cyber
Emergency Plans. In European Conference on Cyber Warfare and Security 2023 (Vol. 22, No. 1, pp. 1-11).

[C-22] Dedousis P., Raptaki M., Stergiopoulos G., Gritzalis D., "Towards an automated business process model risk

assessment: A process mining approach", in Proc. of the 19th International Conference on Security & Cryptography
(SECRYPT-2022), Portugal, July 2022.
[C-21] Konstantinou, C., Stergiopoulos, G., Parvania, M., & Esteves-Verissimo, P. (2021). Chaos engineering for

enhanced resilience of cyber-physical systems. Resilience Week (RWS) 2021, INL Idaho National Laboratory,
Washincton D.C., October 2021.

[C-20] Dedousis P., Stergiopoulos G., Gritzalis D., "Towards integrating security in industrial engineering design
practices”, in Proc. of the 18th International Conference on Security & Cryptography (SECRYPT-2021), July 2021.
[C-19] K. Nomikos, A. Papadimitriou, G. Stergiopoulos, D. Koutras, M. Psarakis and P. Kotzanikolaou, "On a

Security-oriented Design Framework for Medical IoT Devices: The Hardware Security Perspective," 2020 23rd
Euromicro Conference on Digital System Design (DSD), Kranj, Slovenia, 2020, pp. 301-308, doi:
10.1109/DSD51259.2020.00056.

[C-18] Stergiopoulos G., Lygerou E., Tsalis N., Tomaras D., Gritzalis D., Avoiding network and host detection using
packet bit-masking, In Proc. of the 17th International Conference Security and Cryptography (SECRYPT-2020),
ICETE, 2020.
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48.

49.

50.

51.

52.

53.

54.

5s.

56.

57.

58.

59.

60.

[C-17] Lykou, G., Anagnostopoulou, A., Stergiopoulos, G., & Gritzalis, D. (2018, September). Cybersecurity Self-
assessment Tools: Evaluating the Importance for Securing Industrial Control Systems in Critical Infrastructures. In
International Conference on Critical Information Infrastructures Security (CRITIS 2018), pp. 129-142. Springer,
Cham.

[C-16] G. Stergiopoulos, A. Talavari, E. Bitsikas, D. Gritzalis, "Automatic detection of multiple types of malicious
traffic using timing attacks and differential size analysis", in Proc. of the 23rd European Symposium on Research in
Computer Security (ESORICS-2018), Springer, Spain, September 2018.

[C-15] Tsalis, N., Stergiopoulos, G., Bitsikas, E., Gritzalis, D., & Apostolopoulos, T. K. (2018). Side Channel
Attacks over Encrypted TCP/IP Modbus Reveal Functionality Leaks. In: Proc. of the 15th International Conference
Security and Cryptography (SECRYPT-2018), ICETE (2) (pp. 219-229).

[C-14] Stergiopoulos G., Valvis E., Anagnou-Misyris F., Bozovic N., Gritzalis D., “Interdependency analysis of
junctions for congestion mitigation in Transportation Infrastructures”, In /st ACM SIGMETRICS International
Workshop on Critical Infrastructure Network Security (CINS-2017), USA, June 2017.

[C-13] Lykou G., Stergiopoulos G., Papachrysanthou A., Gritzalis D., “Climate adaption: Addressing risks and
impacts of climate change on Transport Sector”, In [ /th International Conference on Critical Infrastructure
Protection (IFIP WG 11.0 2017), USA, March 2017.

[C-12] Gritzalis, D., Stergiopoulos, G., Kotzanikolaou, P., Magkos, E., & Lykou, G. (2016, September). Critical
infrastructure protection: a holistic methodology for Greece. In International Workshop on the Security of Industrial
Control Systems and Cyber-Physical Systems (pp. 19-34). Springer, Cham.

[C-11] Stergiopoulos G, Katsaros P., Gritzalis D., Apostolopoulos T., “Combining invariant violation with execution
path classification for detecting multiple types of logical errors and race conditions”, in Proc. of the 13th
International Conference on Security & Cryptography (SECRYPT-2016), ICETE, Vol. 4, pp. 28-40, Portugal, July
2016.

[C-10] Stergiopoulos G., Vasilellis E., Lykou G., Kotzanikolaou P., Gritzalis D., “Critical Infrastructure Protection
tools: Classification and comparison”, in Proc. of the 10th International Conference on Critical Infrastructure
Protection (IFIP WG 11.10 2016), USA, March 2016

[C-9] Faily S., Stergiopoulos G., Katos V., Gritzalis D., "Water, water, everywhere: Nuances for a Water Industry
Critical Infrastructure specification exemplar", in Proc. of the 10th International Conference on Critical
Infrastructures Security (CRITIS-2015), pp. 243-246, Springer (LNCS 9578), Germany, October 2015.

[C-8] Stergiopoulos G., Theoharidou M., Gritzalis D., "Using logical error detection in Remote-Terminal Units to
predict initiating events of Critical Infrastructures failures", in Proc. of the 3rd International Conference on Human
Aspects of Information Security, Privacy and Trust (HCI-2015), pp. 672-683, Springer (LNCS 9190), USA, August
2015.

[C-7] Stergiopoulos G., Petsanas P., Katsaros P., Gritzalis D., "Automated exploit detection using path profiling: The
disposition should matter, not the position", in Proc. of the 12th International Conference on Security and
Cryptography (SECRYPT-2015), pp. 100-111, ICETE, France, July 2015.

[C-6] Stergiopoulos G., Kotzanikolaou P., Theoharidou M., Gritzalis D., “Using centrality metrics in CI dependency
risk graphs for efficient risk mitigation”, in Proc. of the 9th IFIP International Conference on Critical Infrastructure
Protection (IFIP WG 11.0 2015), Springer, USA, March 2015.

[C-5] Stergiopoulos, G., Katsaros, P., & Gritzalis, D. Automated detection of logical errors in programs. In

International Conference on Risks and Security of Internet and Systems (pp. 35-51). Springer, Cham, August 2014.
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61.

62.

63.

64.

[C-4] Gritzalis, D., Stavrou, V., Kandias, M., & Stergiopoulos, G.. Insider threat: enhancing BPM through social
media. In 2014 6th International Conference on New Technologies, Mobility and Security (NTMS) (pp. 1-6). IEEE,
March 2014.

[C-3] Stergiopoulos, George, Miltiadis Kandias, and Dimitris Gritzalis. "Approaching encryption through complex
number logarithms." In 2013 International Conference on Security and Cryptography (SECRYPT), pp. 1-6. IEEE,
2013.

[C-2] Stergiopoulos, G., Tsoumas, B., & Gritzalis, D.. On business logic vulnerabilities hunting: the APP_LogGIC
framework. In International Conference on Network and System Security (pp. 236-249). Springer, Berlin, Heidelberg,
June 2013.

[C-1] Stergiopoulos, G., Tsoumas, B., & Gritzalis, D. Hunting application-level logical errors. In International

Symposium on Engineering Secure Software and Systems (pp. 135-142). Springer, Berlin, Heidelberg, February 2012.

IV.8. AMLEC AVOKOLVAOGELS KOl ONILOGLEVGELS

1.

10.

Rosato V, Di Pietro A, Kotzanikolaou P, Stergiopoulos G, Smedile G. Integrating Resilience in Time-based
Dependency Analysis: A Large-Scale Case Study for Urban Critical Infrastructures.

G. Stergiopoulos, Power Sector Dependency on Time Service: Attacks against time sensitive services, European
Union Agency for Cybersecurity (ENISA), April 2020.

Stergiopoulos, G., Katsaros, P., & Gritzalis, D. (2014, July). Source code profiling and classification for automated
detection of logical errors. In 3rd International Seminar on Program Verification, Automated Debugging and
Symbolic Computation, Germany.

[pookexdnuévoc opudntig oto cuvédpro ICT Security World 2017, yuo Sudkeén pe 0épa “WORD-OF-MOUTH:
Private Gossiping of Geolocation News”, lodviog 2017.

Stergiopoulos G., Mentzelioti D., "Security in the Internet of Things: A primer", 3rd ICT Security Forum, Athens,
Greece, June 2017.

Stergiopoulos G., Gritzalis D., "Critical Infrastructure: The Nervous System of any Welfare State", 4th Information
Security Conference, Athens, February 2017.

Stergiopoulos G., Kotzanikolaou P., Theocharidou M., Gritzalis D., "Risk Mitigation for Critical Infrastructures:
AUEB INFOSEC Lab Initiatives", Risk-Tea Workshop, Athens, January 2017.

Stergiopoulos G., Gritzalis D., “Critical Infrastructure Protection: A Policy Proposal and Action Plan for Greece”,
NATO 1st NMIOTC Cyber Security Conference, Greece, October 2016.

Stergiopoulos G., "Critical infrastructure interdependencies: The nervous system of a technologically developed
country and how to protect it", 4th International e-Life Congress (eLife-2015), Athens, November 2015.
Stergiopoulos G., Kotzanikolaou P., Theocharidou M., Gritzalis D., "Topics and Research Initiatives in Risk
Mitigation for Critical Infrastructures", 19th Panhellenic Conference on Informatics (PCI-2015), Workshop on

Security in Critical Information Infrastructures, October 2015.

IV.9. Méhog emtpon@dv d1edvav ocuvedpimv

o Méhog oty Teyvikn Enitpon tov Emotnpovikod cuvedpiov 30th IEEE International Symposium on
On-Line Testing and Robust System Design IOLTS 2024)

o Méhog oty Teyvikn Emitponn tov Emotnpovikov cuvedpiov 29th IEEE International Symposium on
On-Line Testing and Robust System Design (IOLTS 2023)
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o Méhog oty Teyvikn Emitpon tov Emotnpovikov cuvedpiov Joint Workshop on CPS & IoT Security and
Privacy (CPSIoTSec 2023), in conjunction with the ACM Conference on Computer and Communications
Security 2023.

o Méhog oty Teyvikn Emitpon tov Emotnpovikov cuvedpiov Joint Workshop on CPS & IoT Security and
Privacy (CPSIoTSec 2022), in conjunction with the ACM Conference on Computer and Communications
Security 2022.

o Méhog oty Teyvikn Emitpon tov Emotnpovikov cuvedpiov International Conference on Information
Security Practice and Experience (ISPEC 2022).

o Méhog oty Teyvikn Emitpon tov Emotnpovikov cuvedpiov Joint Workshop on CPS & IoT Security and
Privacy (CPSIoTSec 2021), in conjunction with the ACM Conference on Computer and Communications
Security 2021.

e Mélog otnv Teyvikr Emrponn tov Emotnuovikov cvvedpiov 11" International Conference on Critical
Information Infrastructures Security (CRITIS 2016).

IV.10. M£X0g GUVTOKTIKAOV ETLTPOTAV OLEOVAOV TEPLOSIKAV EPEVVOG

e Associate Editor, International Journal of Critical Infrastructure Protection (IJCIP), Elsevier.

IV.11. Kpiti]g 6€ €MOTNOVIKA TEPLOOLKE,

1. IBM Journal of Research and Development

2. European Symposium on Research in Computer Security (ESORICS)

3. Elsevier, International Journal of Critical Infrastructure Protection (IJCIP)

4. Elsevier, Computers and Security, Elsevier (COSE)

5. Critical Infrastructure Protection (IFIP WG 11.10)

6. Elsevier Computer Networks (COMNET)

7. Elsevier Computers & Security (COSE)

8. International Conference on Critical Information Infrastructures Security (CRITIS)
9. International Conference on Security & Cryptography (SECRYPT)

10. Journal of Computer Security, IOS press

IV.12. Exdotikog Xopupovirog Bipriov Epegvvag (Editor / Co-editor)
e Book, “Critical Infrastructure Security and Resilience - Theories, Methods, Tools and Technologies”,
Springer International Publishing AG, Gewerbestrasse 11, 6330 Cham, Switzerland.
IV.13. Zoppetoyn o€ Prpiro-kprrikég

e T.Klein, "A Bug Hunter's Diary", In Computers and Security, Vol. 43.
e P. Polstra, "Hacking and Penetration Testing with Low Power Devices", Computers and Security, Vol. 49.

1V.14. ZvvrovioTiig 6uved0v gpevvnTikoD cuvedpiov (Session Chair)
e International Conference on Security and Cryptography (SECRYPT) 2016, Awcafova, I[Toptoyario
e International Conference on Security and Cryptography (SECRYPT) 2020, Online (e-conference).
IV.15. Mékog emrponadv emifreync/alordynong

Kvprog emPrénov vmoyneimv S1daxtdpmv:

1. x. Kovotoavtivog Addpog, Yroynelog Awddktopag, Tithog dtatpipns: «Kovfepvoacpdleio minpopopiokmy kai
Lrounyovikdv cooTHUGTOV e EUPACH OTIS O100IKATIES 0.0POA0DS avTouoTianody, Ilav/mo Atyaiov, 2021.

Méroc G emTPOnNG AEI0AOYNONG TOV UETATTOYIOKMDV OLOTPLBOV:
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

K. 'koykdton Avidviov, AvAAvon TexvorLoYI®V avATTUENG KO ACQAAELNG OTOKEVTPOTOUEVOV CUGTNUATOV
blockchain tpitng yevidg, Tuquo Mnyovikov TIAnpogoplok®mv kol Emikowvoviakov Zvetnuitov,
[Moavemotuo Atyaiov, 2024.

ko Maptévva I'obvapn, Avaivon Kot ETGKOTNGN TOV UETPOV TPOGTAGTOS Yo TS Tpanelkés cuvaALAYES
oto mhaicto EU PSD/2, Iavemotipio Aryaiov, [LM.X Acpdieioc, 2023

k. Koxoldkng Evotdbiog, Anpiovpyion wevdovg kivinong otkthov yia cuykdivym embécemv pe ypnon
pnyovikng pabnong, Havemoto Aryaiov, ILM.Z Acediretag, 2021

K. Duurnonoviog lodvvng, Xoaptoypdenorn evporaikav oyedimv EKTUKTNG AVAYKNS TNV KUPEPVOUCPILELX,
Hovemomuo Atyaiov, [LM.Z Acpdielag, 2021

K. Bopooung Zolep, Penetration Testing Methods And Tools At Ics Environments, Owovopuko
[Moveruomuo Adnvav, tunua ITAnpogopiknig, 2020

k. ['epokwotag EvBupoc, Stack Based Buffer Overflows On Arm Processors, Owovopkd [overuotpio
Abnvov, Tunpa ITAnpogopikig, 2020

k. ['epoivparog Emapevovdag, Cloud Services Forensics, Owovopkd Ilaveruotipio Abnvov, tunua
[Mnpogopikng, 2020

ko, Aovid Ayyehog, Teyvikeg Aviyvevong Advvopiov, Owovoukd Ilavemuctiuo AOnvov, tunua
[MAnpopopikng, 2018

K. Znpog lewpyrog, Xepaymynorn Kowng I'voung Ao Tov Mecwv Kowmvikng Awtvmong., Owkovopikd
[Moveruomuo Adnvav, tunua ITAnpogopiknig, 2020

k. Kouvkog Avactaciog, Ics Cyberserity  Challenges, Owovopwcod Ilavenuotiuo AOnvov, tunua
[Mnpogopikng, 2019

ka. Aapmprvea Baotlikn, Using A.L. To Improve Threat Detection And Response, Owovopikd [averuotipio
Abnvov, Tunpa ITAnpogopikig, 2020

ka. Avyepov Eipnvn, Security Testing Of Mobile Honeypots Over lot Protocols, Oucovopké [averustpio
Anvaov, Tunua ITAnpoeopikng 2019

ko Mnvopwvov Maptavn, Avortoén Kar YAomomon Full-Stack Xvotuoatog (Java-Javascript) o Ty
A&oroynon Metpav Acparetlag I1.X., Owovopkd [averuotiuio AOnvav, tuiua [IAnpoeopikng 2020

k. Movlarag Kovotavtivog, Texyvikeg Avtipetomiong [epiotatikov Acparetag, Owkovopiko [Havenuostio
Abnvov, Tunua ITAnpogopikig 2018

ka. Movoopn Mapua, I'evikog Kavoviepog Ilpocomikov Aedopevaov Xty Yyeta, Owovopko Haverustmpio
Abnvov, Tunpa ITAnpoeopikng 2020

ka. [Tamagvotabiov Edevn, Acpodeia Kat Idiotikotnta Zto Atadiktvo Tov [poayuatov Yo To [piopa Tov
I'evikov Kavovicpov Ilpoctaciog Agdouevav, Owovoukd Iaverustiwo Adnvav, tuqua [Iinpoeopikig
2018

k. Iepikieovg ['ewpylog, Meketn Aokipumv Ateisdvong Kot Evpela Zviloyn Asdopevov Me Tnv Xpnon
Epyaieiov Zopwong, Owovopikod Ioaveruotiuo Adnvaov, tpipa Iinpopopikrg 2020

k. Iletpedng Havaywtng Paponi, Evponaiko ¥neloko [Tistomomtco Kopwvoiov (Eu Digital Covid
Certificate, Znnpata Xopnynong., Owovopkd [averuotipio Adnvav, tunpa [inpoeopikng 2020

k. Xatlomovlog 'empyrog, Avamtuén AiyopiBuwov Mnyavikng Mabnong I'o Avayvaopion Evioiwov And
KakoBovio Aoyiouko (Malware), Owkovopukd Iaveruotmuio Adnvav, tunqua [Iinpoeopikng 2019

k. Xpovng Baciieloc, Avaivon Kot [Tapovciacn Enifecewv Acpadeiag Aoyicuukov - Avartoén Epyaieiov,
Owovopukd IMaveruomuo Adnvav, Tunua ITAnpoeopikig 2020

k. Agdovong IMavayiwtng, Avartvén Aoyiouikov I'ia Tnv Avtouatn AvadwpOpwon Etapikov Atktvov Me
Xpnon I'pagov, Owovopkd Haveruotipio Abnvav, tuqua [inpoeopikng 2018

k. Baysvog Ilavoywwtg, Zvvovaopog Owasp Top 10 Kai I'wnd Q¢ Meco Ilegpiopicpov Tov
KvBepvoeyrdnuatog, Owovopiko [averuotiuo Adnvov, tuquoe IIAnpopopikng 2018

ka. [avvitoapn Zompia, Teyviceg Avtipetomong Kvpepvoembeosewv, Owovouuo [averuotpio Adnvov,
tunpa IIAnpopopikng 2018

k. Toavvovcag Iloavoaywwtne, Avackomnon EfehMéewv Xty Aceoaieia Tov Popeswv, Otkovopkod
[Moaveruomuo Adnvav, tuiua [TAnpoeopiknic, 2019
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25.

26.

27.

28.
29.

30.

31.

32.

33.

34.

35.

k. ToPag Kaovotavtivog, "Owasp (2017): Meco Avtetomiong Tov HAextpovikov Eykinuartog",
Owovopuko [Maveruotmuio ABnvav, Tunua ITAnpopopiknig, 2019

K. Agtong MyoamA, Avartoén Eeappoyng o Trainingclassification Aedopevov T'a Tov Evtomiopo Kot
Koamyopromomon Most Dangerous , Owkovopukd [oaveruompio Adnvav, tunua [Iinpoeopunig, 2021

ka. Kovptn Awatepivn, Avaivon Kot EEaymyn Metpov Acopodetag o Awyepion Kwvdvvov Baocet Tov
[Ipotvmov lec 62443, Owovopikod Havenuoto Adnvaov, turua IIAnpoeopikrg 2021

k. Kovotavtloc Aytihevg, Aviyvevon Kot Avaivon Motifov EmBecewv Me T Bonfeia Honeypot, 2018
K. Agfevromovrog Zaolmv, O KuBepvoembeoeic Q¢ Avtimova, Owovopikod Iaveruotiuio Adnvov, tunpa
[TAnpopopikng, 2020

K. Mntpoupapag Ioavvng, Interdependencies 7 Congestion Delays In The Us Aviation Network And The
Covid Era, Owovouiko I[averuotiuo Adnvav, tuque IIAnpogopikng, 2020

K. Mwtlog Kovotavtivog, Avaivon Kot EEaymyn Metpav Acepakretag o Atayeipion Kivdvvov Bacet Tov
[Ipotvmov Iec 27002:2022, Owovopikd Havenuotio Adnvav, tuiua [Iinpoeopikrg, 2021

k. [amactopatakng Nucoiaog, Mn ZvpBatikes lopopoikes Ilpocfores: Teyvoloyieg, Emntwoeig & Apwvec,
Owovopko [averuotipio AGnvav, tuqua [Iinpoeopwkng, 2020

ka. Iletoo Mapuovve , KuvPepvoembeoeig :Ilpomiacua Evoc ebvikov Xyediov Extaxtng Avoykng”,
Owovopkd IMaveruotiuio Adnvav, tuqua [Iinpoeopikng, 2020

ka. Poamtaxn Mehwva, Xpnon Avtopatonompevng E€opvéng Awadikaciov [TAnpogpoprokmv Zvetnuoatov [a
Kotaokkeun Ipagov Avoivong Emwvévvotnrag, ”, Owovoukd ITlavenuotiuo AOnvov, tuiqua
[Mnpogopikng, 2019

ka. Zotpyov Kovetavtva, Texvikeg Edeyyov Inyoiov Kwdwa, ”, Ouovopikod [averuotipio Adnvov,
tpuqpo IIAnpogopikrg, 2019

Méhog g emttpomng aLOAOYNONG TOV TTVYIOKWDY EPYATLDV:

1.

K. Ooud INamoiovkd, Ipocopoimon diktvmv ce Prounyovikd cvothuata eAéyyov, Tunua Mnyoavikov
[Mimpogoplaxdv kot Ertkovoviokov Zvetudatov, [Haveriomuo Atyaiov, 2024,

k. 'edpylov Anuntpaxdmoviov «Emickonnon embfécemv ac@dielog 6€ VTOSOUEC TETPEAAIOV Kot aepiovy,
Owovopkd IMaveruotmuio Adnvav, tuqua [Iinpoeopikng, @efpovapiog 2020.

kac. Eipnvng Avyepod “Reverse shell for bitmasking”, Owovoukd Ilavemuotiuo Abnvov, tunpo
[Mmpogopiknc, 2018

kac. [Tapaokeung Naxn “Using graph theory to analyze the influence of port location on container ship routes
delays”, Owovopukd Haveruotio Abnvav, tpunquae [Inpogopwkrg, Xentéupprog 2018.

K. Ioone Zdkov “ Using graph models to automatically restructure IT systems for risk mitigation”, Otkovopikd
Hoveruomuo Adnvav, Tunua ITAnpogopiknic, lavovdpiog 2018.

k. Evayyehov Mmritowka “Side channel attacks on ics/scada systems for private leakage”, Oikovopukod
[Moveruomuo Abnvav, Tunua ITAnpogopiknic, Oktopprog 2017.

Kag. Apyupds-Ayyedkng Avayvemotonoviov “BeAtidvoviac v aogdielo kot v avOeKTIKOTTO TOV
KuPepvoympov ota EEumva aepodpopia”’, Owovouiko Haveruotypio Adnvov, tufpa ITIAnpopopiknig, lodvAlog
2016.

V. Enayyeipotikn Epnerpia

V.1. NIS Expert (e£mtepikdc cuvepydnc)

European Union Agency for Network and Information Security (ENISA)

NIS Expert consultant on Support on activities for InfoHub v.2 et 2023 — [opov
NIS Expert consultant on Support on activities for ECSF Aex 2022 — lovv 2023
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o NIS Expert consultant on Support on activities for InfoHub prototype 2emr 2022 — Nogu 2022
o NIS Expert consultant on stock taking of good cyber security practices under NIS 2.0 ®eff 2021 — Anp 2021
o NIS Expert consultant for “Cyber security in the aviation sector” Amp 2020 — lod4 2020

V.2. Subject Matter Expert - Cybersecurity and Safety

Anpocua Emvyyeipnon Agpiov (AEITIA. A.E.) Tovk 2019 — Nogp 2021
e (Cybersecurity and safety project expert.

V.3. Cybersecurity and Data Privacy Consultant Mar 2012 — Present

Contractor - Expert

e Delivered more than 40 projects for both the public and private sector, including banks, startups, finance
companies, industrial system providers and public healthcare organisations.

e  More than ten (10) years of experience in IT/OT and Telecommunications cybersecurity projects, including
Penetration Tests, Risk assessments and consulting for ISO 27001 ISMS development, IEC 62443, NIST 800
and relevant standardization using internationally approved methodologies (ITSRM, ITSMTES3, Pilar,
MAGERIT, Octave).

» Audits based on ISO27001, 62443-2, 62443-3 and relevant US NIST standards.

» Solutions architect for mitigating cybersecurity vulnerabilities. Disaster Recovery and Business
Continuity plan development for deploying within an Information Security Management System.

» Assessing/consulting IT and dev teams during implementation of security measures based on OWASP,
NIST and ISO 27000 series by identifying risks and proposing acceptable and mitigation strategies and
technical solutions.

» Risk analysis using MDCG 2019-16 Guidance on Cybersecurity for medical devices' includes a
separate Annex specifically for mapping IT security requirements to NIS Directive Cooperation Group
measures. The MDCG includes comprehensive references to risk assessment and impact assessment for
operating environments that utilise medical devices.

» Analysis of cyber-physical systems involving IT and building security management.

e GDPR compliance consultant

» Managed and conducted more than 15 projects regarding Data Privacy and GDPR compliance for
companies.

» Data mapping, Data Impact Assessments (DPIA) and preparedness in accordance with GDPR.

e Penetration testing of information systems.

» Red Teaming, binary exploitation, exploit & privilege escalation, web and mobile APIs.

e Latest indicative experience and clients:

» Greek National Cyber Security Authority — Ministry of Digital Governance (NCSA)

i.  Cybersecurity Consultant — Assessment and development plans.
» Intrasoft — NetCompany — ICT Protect
i.  Expert Consultant — Subcontractor.

»  Hellenic Ministry of Digital Governance - General Directorate of Cyber Security
i.  Project Manager — Consultant.

» Obrela Security Industries
i.  Project Research Lead — ISO27001.

» UniSystems: Consultant - European EESSI interconnection w national systems
i.  Assessment and consulting.

» Gas distribution company [Redacted]

» Legal Council of the Hellenic State

1 https://ec.europa.eu/docsroom/documents/41863
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i Cybersecurity expert — GDPR and ISO 27001 compliance analysis.

» HEDNO — AEAAHE

i.  Lead expert - ISO 27001 ISMS development for IT department
International Civil Aviation Organization UN/ICAQO — Digital Security Technologies

i.  Expert Consultant — Cybersecurity audit.
Legal Council of the State (NSK)
EfBvikog Dopéag Kowmvikng Acpdiiong (e-EPKA)
Awnotvdeon tov EBvikov opyavicpobd mapoyng vanpeciov vyeiog (EOITYY)
AveEdptnn Apyn Anpociov Ecédmv (AAAE).
GAC, UMA shipping companies.
TWI - Cybersecurity and Critical Infrastructure Protection Expert (Internal Contractor) — 101074008
— PANTHEON — HORIZON-CL3-2021-DRS-01

Cybersecurity/security engineering, solutions architect and consultant (cyber)security on system
architecture and design, problem solving, vulnerability analysis and security.

Y

YV YV VYV

V.4. Interim Agent — Network and Information Security Assistant

European Union Agency for Network and Information Security (ENISA)
Iav. 2019 — IovA. 2019

»  ZopPoln otoug Topeig g 0dnyiog NIS Directive, yio ™) npootacio vrodopmv {mtikng onpaciog (CIIP) ko
GLYKEKPLUEVO GTOVG TOUELG TNG VYEIOVOLIKNG TEPIBOAYNG KoL TV EVEPYELNG.

»  Avdloon dedopEVeV, ETTOTO EPEVVA, TEYVIKT OVAAVGT) KOl GUVTOKTIKEG EPYACIEC.

»  ZUAAOYT Kot avIADGT) DALKOD oL S1oTiBETOL GTO KOO GYETIKA LUE TIG ONELEG, TOVG KIVOUVOLG KOl TIG TAGELG
TOV AVOSVOUEVOV TEXVOLOYLDV.

»  Aemtopepng avaAvoT omE®Y Kot KIVOOV@V 6€ dV0 avadVOUEVOVG TOUEIC TEYVOLOYING / EpapUOYDY amd ToElS:
Kpiowpeg eEaptnoeig vTodopmV, VYEIOVOLUKT TEPiBaAYT Kot EVEPYELOKOG TOUENC.

V.5. Principal Investigator — Kvpoc Epgvovntic

Owovopko IMavemotuo AOnvov Oxt. 2016 — TTapdv

» Director & lead researcher — “Weighted interdependency modeling for traffic flow congestion mitigation in the
UK transportation system”.

» Modeling of congestion and flow analysis for protecting the Transportation Sector.

Hoavemotquio Mepora Oxt. 2018 — Tapdv

» Lead researcher on “MELITY” project.

» Development of methodologies and integrated security solutions for the protection of medical pumps and relevant
IOMT technologies used to provide / support in real-time healthcare (realtime e-health).

Google Digital News Innovation (DNI) Fund — University of Piraeus ®efp. 2017 — Avy. 2017
> Implementation of secure proximity testing cryptographic protocols for online mobile users.

» Lead researcher and R&D project manager for “Word of Mouth” (WoM) project at the University of Piraeus.
> Business Analysis & development (Android), business Impact analysis

» Technology utilization and implementation.

V.6. IT Network Administrator
Athens University of Economics and Business Xent 2012 - Tov. 2015
Yent 2016 - [Tapdv
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V.7. Software analyst - Software developer

Hellenic National Defense General Staff, Cyber Defense Division March 2011 —Nov. 2011

V. IIetomomtika

e Certified Information Security Manager (CISM), ISACA, Certificate Nr.: 242426677

2024

e [hiotomoinom ISO/IEC 27001 Lead Auditor (ISO LA), TuV Austria, Certificate Nr.: EKIT | 2019 | 0094

2019
e Ihioromoinom Data Protection Officer, EAAnvikd Ivotitovto [Tictomomoewv (katd ISO 17024) 2018
e TOEFL degree, Score 114/120 2008
e Cambridge English: Proficiency (CPE) qualification 2000
VI. Bpoapeia - Avokpicerg
e Postdoctoral Research Scholarship: Action II. Athens University of Economics and Business
support postdoctoral research. 2018
e Postdoctoral Research Scholarship: Action II. Athens University of Economics and Business
support postdoctoral research. 2017
e Scholarship, M.Sc. in Information Systems, Athens University of Economics and Business 2011
e Excellence, M.Sc. in Information Systems, Athens University of Economics and Business 2011
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