INFORMATION SYSTEMS DISASTER RECOVERY PROCEDURE AND THE HUMAN FACTOR

Abstract - We have seen that in situations of great disasters, one of the most important challenges is to achieve, in a short time, the recovery of information systems’ operation. This paper comes as a succession to the paper “Information Systems Disaster Planning” aiming to complement it in the areas of data store methods and procedures, and to further examine the procedures for retrieval/recovery. The most important factor and driver of the entire procedure is the human resources who manage it, who should be suitably trained and equipped with the appropriate skills in three main areas as follows.

1. Technical Training - Operational

2. Psychological Training – From times of normal implementation of the disaster recovery procedure to times of its revulsion into an emergency situation where reaction is required in minimum time, it is imperative that the conduct by human resources remains as much unaffected as possible. 

3. Physical Training – For the applicable human resources, a good physical condition is required given that physical endurance is of great importance in the completion of their tasks.

I. INTRODUCTION
This paper comes as a succession to the paper “Information Systems Disaster Planning” (HERCMA 2005), and it belongs to the framework of actions under the general title “Information Systems Disaster Planning”. 
When coming upon a disaster on an extended information system, what is required is both a high level of knowledge and well-coordinated actions by human resources, acting under difficult and dangerous conditions of uncertainty.

II. General Observations

The importance of Information Systems security for an enterprise is obvious. Each company spends large amounts of money for collection of data, which after being processed by the computer they become a vital asset for its operation. Partial loss of this asset may not be disastrous for the Enterprise, but may have certain implications. Total loss on the other hand will have serious implications and may force the company to pause its operations.  

The Security of information systems regarding their effective protection from undesirable future events is related to methods and activities that require time and cost.

Those events are refereed as “threats” to the company that will create losses. In general, losses are divided in to the following three types:

· loss of integrity

· loss of services availability

· loss of secrecy.

The value of every single system for the company is an important factor for decision-making (by the Management) for the level of the expenditure required for its security. It is apparent that a system that provides information for the strategy of the Company requires higher level of security than another system that just prints names databases. Therefore, the level of security should depend on:

· the importance of the information of the system

· the difficulty of the re-creation of data

· the level of expenditure for the creation of the data.

The company’s management should pay attention to its information systems being secured at the same level it also happens with the other assets of the company.

People, when considered as independent individuals, respond differently when being under dangerous conditions of uncertainty and since knowledge overcomes fear, the teams of the special individuals who will be called on to face the problem should:

a) have technical knowledge

b) be psychologically prepared

c) have physical stamina

d) have team work spirit

It is imperative that all the aforementioned attributes should coexist and cooperate in those particular teams of individuals, because even the lack of one of those attributes may constitute a factor of further difficulty or problem worsening.

The selection of those individuals that will constitute the emergency response team to the problem that will appear is a manifold and difficult task. The possessions of specific technical knowledge, which after all can be an easy thing, combined with their psychology at that specific moment of time, as well as with their physical condition, make the challenge of team selection being characterized as manifold.

III. technical knowledge of the team
Depending on the block diagram of the system, or better on the distinctiveness of each system, for the emergency response towards 

a) the isolation of the system

b) the saving of data

c) the shift to the backup system, 
the actions of the team should be specific, clear and automated and for that reason deep technical knowledge of the system as well as quick reflexes are required. In particular, those individuals who will be called on to manage the problem should have quick reflexes at high level, what we call “pilot’s reflexes”.

The education of that special team requires apart from the knowledge of the hardware and the software of the system which it is imperative to take place with constant educational trainings, and training also with constant solution of troubleshooting (preplanned problems) in specific times which will also consist a score for the team under consideration.

IV. Psychological Preparation

It is evident that individuals react differently under abnormal conditions (in distress). Consequently a team of individuals or more specifically the team under consideration should be psychologically prepared in such a way so the reactions of an individual in an occurring danger to be, if not identical, at least to differ at a minimum in such a way so these differences should not be a barrier to the operation of the team when encountering the problem.

A situation of danger which comes up in the life of an individual, most of the times is unique and the emotion created predominates logic so the individual is driven by the impulse and not by the logic or the cliché of the tasks he should execute. 

Psychological training of team members is an issue of special scientists, who apart from training are called on to evaluate team members in regards with their ability to encounter such problem.

The familiarization of team members with disaster pictures as well as disaster simulations creates accommodation and knowledge of the danger so they act as per planning at the time of danger and not be influenced by the natural human emotion of fear and panic.

V. Physical Training

A situation of disaster may have many aspects, and these may be:

a) A fire

b) A natural disaster (e.g earthquake, flood, etc)

c) A water leak

d) An act of terrorism

e) a combination of the above

An individual and in particular the members of the response team, in order to be able to act in such environment, should be in an excellent physical condition in order to move quickly, in an excellent psychological condition in order to move right and to have excellent technical knowledge to execute the specific pre-planning actions.

Since the selection of individuals for this particular team requires excellent physical condition, it should not by any means consist a point of friction for discrimination against others with the same qualifications but with less good physical condition.

The excellent physical condition of team members should be both encouraged and maintained with constant training and medical track.

VI. Team Work

None of the aforementioned will not be enough to be efficient if there is no team work spirit. All members of the team should act in a disaster situation as one man without unnecessary actions, unnecessary words, but quickly and decisively for the accomplishment of the objective. 

The creation of teamwork spirit requires constant training on troubleshooting, enhancement of relationships of team members, but also prominence against others, which will constitute a serious factor in the creation of the teamwork spirit.

Teamwork spirit is created but also strengthened in real situations of danger. A real situation of danger may cause that factor that will enhance the teamwork spirit but will also create by the result the appropriate correctional movements of the team for the better approach of response in a new disaster situation. In other words, it will create experience. 

Nevertheless, since we cannot wait for a real disaster in order to gain experience, the simulation of disasters creates a satisfactory approach to our actions.

VII. Monitoring of actions and training for the Security of Information Systems

A general action plan for the systems’ security should include:

- Training program design for the security of information systems.

- Update of the IT Steering Board (ITSB) on systems security.

- Specification of tasks and directions for the design of systems security and the appointment of the project manager and his colleagues from the ITSB.

- Training of analysts, programmers, users and in particular project leaders for the information systems security development.

- Update of the involved departments of the company on the system security design activities.

- Requirements specification for the training of all those involved in, as well as the factors that may affect the design of systems security. 

- Compilation of a general action plan for the system security and general estimation of cost.

- Presentation of the results to ITSB.

- Decision of ITSB on the continuation of this effort and approval of the budget.

- Specification, evaluation and categorization of the information. Update those involved.

- Study of the problematical cases. Specification of any potential areas that are not covered by the study.

- Validation of the action plan and the training plan for systems security. Cost estimation for every case of danger.

- Assessment that all law requirements are met.

- Specification of unexpected dangers and selection of the appropriate countermeasures.

- Priorities specifications from problem solving.

- Validation of the action plan and training plan.

- Cost estimation for the security of the systems.

- Estimation of benefits from the security of the system.

- Proposition for the security responsibilities of systems.

- Proposition for the assignment of responsibilities to company executives.

- Presentation of the propositions to the ITSB.

- Assignment of responsibilities under ITSB.

- Update all those involved in the process about the proposed security measures and responsibilities.

- Compilation of the plan for the control of the security system of the systems.


- Development and test of the chosen measures.


- Training of all the executives related to the security measures of the systems.


- Launch of operation of the security measures.

- Check whether the measures are effective and the extent the goals are achieved.

- Evaluation of the experiences.

- Presentation of the final results to the ITSB.

- Decision of the ITSB on whether the project is completed and whether the activities will continue in the future.

Lastly, as a capstone to the aforementioned, the computer center’s personnel should:

· know the procedures and implement them,

· not allow the entry of non-authorized people,

· never use pirate software,

· always use virus protection software,

· always keep copy of their work,

· report any breach of security measures,

· keep their work-room secure.
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