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Abstract — MD5 is one of the most important hash algorithms
today. It has been designed by R. Rivest in 1992 and it is
considered as a standard in hash function design. In this paper,
the hardware implementation of the MD5 algorithm on
reconfigurable devices, such as FPGAs, is investigated. These
hardware devices provide high performance at low cost, which
makes them suitable for cryptographic and cryptanalytic
purposes. The high performance of the implementation is the
main goal of the design presented herein.
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I. INTRODUCTION

The need of secure internet communication has given rise to
message authentication as an essential technique to verify
the integrity of received data. Every cryptographic system,
e.g., e-mail applications, bank transactions, etc, uses hash
functions for message authentication purposes. With the
advent of public key cryptography and digital signature
schemes, cryptographic hash functions gained much more
prominence. In IPSec hash functions are utilized to achieve
data integrity assurance, data origin and message content
authentication.

Using Hash Functions it is possible to produce a fixed
length fingerprint that depends on the whole message and
ensures that it has not been altered during an insecure
transmission. Through the hashing procedure message
length is effectively reduced and as a consequence the
overall computation time involved in the digital signing
procedure. For example, in a public key cryptosystem, e.g.,
RSA, a large message must be compressed in a secure way
through a hashing procedure, before being encrypted with a
private (secret) key.

MD5 is a message digest or otherwise a hash algorithm,
developed by Ron Rivest at MIT. It is an extension of his
previous algorithm, MD4, which is a little faster than MD5.
This has been the most widely used secure hash algorithm,
particularly in Internet-standard message authentication.
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MD?5 has also been proposed as the default authentication
option in IPv6. The algorithm input is a message of
arbitrary length and the algorithm output is a 128-bit
message digest (or hash-value) of the input. The algorithm
involves the following four steps:

=  Append Padding Bits
=  Append Length
= MD Buffer Initialization

=  Process Message in 16-Word Blocks

1. APPEND PADDING BITS

The message is ‘padded’ (extended) so that its length, in
bits, is congruent to 448mod512. That is, the message is
extended so that it is just 64 bits short of being a multiple of
512 bits long. Even if the message length is already
congruent to 448mod512, padding is still performed.
Padding is performed as follows: a single ‘1’ bit is
appended to the message, and then ‘0’ bits are appended, so
that the bit length of the padded message becomes
congruent to 448mod512. In all, at least one bit and at most
512 bits are appended.
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Figure 1. The first two steps of MD5.

I1l. APPEND LENGTH

A 64-bit representation of the original message length is
appended to the result of the previous step. In the unlikely
event that the message length is greater than 264, only the
low-order 64 bits of the length are used. At this point the
resulting message has a length that is an exact multiple of
512 bits. Equivalently, this message has a length that is an
exact multiple of 16 (32-bit) words. Let M[O ... N-1] denote
the words of the resulting message, where N is a multiple of
16. Figure 1 shows the procedure of the initial two
algorithmic steps.
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Figure 2. The four-round process.

IV. MD BUFFER INITIALIZATION

A four-word buffer (A, B, C, D), called MD buffer, is used
to compute the message digest. Each of A, B, Cand D is a
32-bit register. These registers are initialized to the
following values in hexadecimal, with low-order bytes first:

word A: 01233456
word B: 89ABCDEF
word C: FEDCBA98
word D: 76543210

1)

V. PROCESS MESSAGE IN 16-WORD BLOCKS

This is the essential part of the algorithm consisted of four
processing ‘rounds’. The four rounds have similar structure,
but each uses different round function F, G, H and I. The
whole four round process is depicted in Figure 2, where

FOy, z) = () & (v) | ((~x) & (2))
G(x,y,2) = () & (2)) | (V) & (~12)))
H(x,y,2) = ()" (y) " (2)

H(x,y, 2) = ((y) () | (~12))

)

and " represents XOR, & represents AND, | represents OR,
~ represents NOT.

Each round consists of 16 steps and each step uses a 64-
element table T [1 ... 64] constructed from the function

T(i )= 4294967296-abs[sin(i)] 3)
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Figure 3. Single-step operations.

VI. FPGA HARDWARE REALIZATION OF MD5

Reconfigurable devices such as FPGAs are an attractive
option for hardware implementations, as they provide
performance combined with low cost and flexibility. With
FPGAs, a dynamic development and immediate testing of a
system is possible.

Hash functions use easy computations, making thus
hardware implementations practical. FPGAs offer high
flexibility, the capability for frequent modifications, low
development and purchase cost. FPGAs also offer faster
development time than ASICs and can be used as rapid
prototyping devices in VLSI design.

For this implementation, as target device was selected the
Xilinx Virtex Il FPGA family. It provides high performance
combined with high capacity programmable logic. The
implementation described in VHDL using the Modelsim
tool. The Leonardo Spectrum tool was used for the
synthesis, placing and routing.

The MD5 Core consists of three main components: The
interface_module, the md5_main_core and the
state_machine (FSM), as shown in Figure 4.

The interface_module provides the main interface between
the user and the rest of the system. The signal hashing_en is
high, when user has data to hash. If the state machine is
ready to accept data then the ack data signal is returned to
the user; otherwise user has to wait. The interface module
accepts the 512-blocks in 32-bit words. After the last 32-bit
of the last block is read, the interface_module performs the
padding and the length appending of the message.

The state_machine (FSM) controls the function of the
whole system. It defines all the necessary states to complete
the MD5 procedure and controls the data flow between the
interface_module and the MD5_main_core. The FSM is
utilized as a combination of Moore and Mealy architecture.
There has been an effort for the outputs of the FSM to be
unclocked in order to reduce the latency.



The md5_main_core performs the main part of the
algorithm. It  consists of one 4-bit counter
(message_counter), two 512-bit RAMSs the main_loop_core
and the chaining_mux component. The message counter
determines the write-addressing to the YY and XX RAM:s.
The data passes from YY to XX RAM and the YY RAM is
then ready to accept the next 512-bits of data. Each 512-bits
of data are used by the main_loop_core component in order
to be processed. The 4-bit counter also gives a done signal
(message_count_done) to the state_machine after loading is
complete.
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Figure 4. The complete MD5 core.

The chaining_mux component (cf. Figure 5) holds the
intermediate hash-values of each processed 512-bit block. It
also initializes the MD buffer (cf. Figure 2) at the start of
the procedure. After the last 512-bit block is been
processed, the state_machine sends the signal digest_en to
chaining_mux to pass the hash-value to output pins (X1_out
to X4_out).
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Figure 5. The Chaining_Mux component.

The main_loop_core (Figure 6) performs the 64-steps of
the algorithm in a single clock cycle per step. Each 512-bits

block requires 65 clock cycles to be processed, excluding
the loading of the first block. The loop_counter is a 6-bit
up-counter  which  provides these steps to the
computational_block. The computational_block provides
the combinational logic for each single step operation. The
rotate LUT defines the amount of the rotation needed in
each step. The Xk_LUT addresses XX_RAM and defines
the next 32-bit word of the current block to be processed.
Finally, T _LUT gives the constant T[i+1] to the
computational_block, as needed for each single step
operation.
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Figure 6. The main_loop_core component.

VIl. PERFORMANCE EVALUATION

Design simulation performed using the Modelsim
environment. In order to provide all the essential
stimulations for the verification of the MD5 Core, the
appropriate test bench in VHDL was created. The previous
design was synthesized, placed and routed on the
2v250fg256 Xilinx Virtex Il FPGA device using the
Leonardo Spectrum environment. The following chart
shows the utilization of the above device resources. The
clock frequency achieved using this device was 84 MHz.

SOURCES USED | AVAILABLE | UTILIZATION
10s 170 172 98.84%
G':e‘r‘]r;fzt‘g;s 1341 3072 43.65%
CLB Slices 671 1536 43.68%
Dffs or Latches 666 3588 18.56%

According to the performance measurement from the
software implementation given in rfc-1810, the maximum
throughput was less than 100Mbps. The MD5
implementation presented herein, since there was no delay
for loading except for the first block, exhibited the
following performance:



512 bit
65 Hz

=7,87 bit/Hz = 7,87 Mbit/MHz ,

which gives 661,1 Mbps throughput at 84 MHz.

VIIl. MULTIPLE CORES FOR IMPROVING PERFORMANCE

MD?5 algorithm is a block-chained hashing algorithm, which
implies that the hashing result of one block initializes the
round procedure of the next block. As a result, blocks
neither can be hashed in parallel, nor a pipelining technique
can be applied. On the other hand, many applications
require the hashing of small messages.

To improve the performance further in such situations,
many cores for processing different messages in parallel can
be used. For example, in cryptanalytic attacks, such as
password cracking, the MD5 core should be used in the
arrangement shown in Figure 7. Cryptanalytic attacks on
hash functions are a method to examine the security
supposing provided. To perform these attacks, great
computation speed is needed. This performance can be
obtained through FPGA hardware implementations of hash
functions.
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Figure 7. A password cracker consisting of several MD5 Cores.

IX. CONCLUSIONS

The significance of the hardware implementation of the
MD5 algorithm has been investigated. FPGA devices
provide performance combined with low cost and
flexibility. This makes them suitable for high performance
cryptographic and cryptanalytic application, thus offering a
great advantage when compared to software or other
hardware implementations, such as ASICs. Although MD5
algorithm does not allow hashing of different blocks in
parallel, such hardware implementations can be used for the
parallel hashing of different messages. Hence, a significant
throughput can be obtained.
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