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Abstract

In this paper, the hardware implementation of the MD5 algorithm on reconfigurable devices,
such as FPGAS, is investigated. These hardware devices provide high performance at low
cost, which makes them suitable for cryptographic and cryptanaytic purposes. The high
performance of the implementation is the main goal of the design presented herein.

The need of secure internet communication has given rise to message authentication
as an essential technique to verify the integrity of recelved data. Every cryptographic system,
e.g., email applications, bank transactions, etc, uses hash functions for message
authentication purposes. With the advent of public key cryptography and digital signature
schemes, cryptographic hash functions gained much more prominence. In IPSec hash
functions are utilized to achieve data integrity assurance, data origin and message content

authentication.

Using Hash Functionsit is possible to produce a fixed length fingerprint that depends
on the whole message and ensures that it has not been atered during an insecure
transmission. Through the hashing procedure message length is effectively reduced and as a
consequence the overall computation time involved in the digital signing procedure. For
example, in a public key cryptosystem, e.g., RSA, a large message must be compressed in a
secure way through a hashing procedure, before being encrypted with a private (secret) key.



MD5 is one of the most important message digest or otherwise hash agorithms today,

designed and developed by Ron Rivest at MIT. It is an extension of his previous algorithm,
MD4, which is a little faster than MD5. This has been the most widely used secure hash

algorithm, particularly in Internet-standard message authentication. MD5 is considered as a

standard in hash function design and has also been proposed as the default authentication

option in IPv6. The algorithm input is a message of arbitrary length and the algorithm output

isa128-bit message digest (or hash-value) of the input.
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