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Abstract. We present Filtron, a prototype anti-spam Iter that integrates the main empirical con-
clusions of our comprehensive analysis on using machine learning to construct e ective personalized
anti-spam Iters. Filtron is based on the experimental results over several design parameters on four
publicly available benchmark corpora. After describing Filtron’s architecture, we assess its behavior
in real use over a period of seven months. The results are deemed satisfactory, though they can be
improved with more elaborate preprocessing and regular re-training.

1 Introduction

The proliferation of unsolicited commercial e-mail (UCE), more commonly known as spam, over the last
few years has been undermining constantly the usability of e-mail. The availability of bulk mailing software
and lists of e-mail addresses harvested from Web pages, newsgroup archives, and service provider directories
allows messages to be sent blindly to millions of recipients at essentially no cost. Spam messages are extremely
annoying to most users, as they clutter their mail-boxes and prolong dial-up connections. They also waste
the bandwidth and CPU time of ISPs, and often expose minors to unsuitable (e.g. pornographic) content.

As of now, anti-spam Iters { software tools that attempt to identify incoming spam messages automat-
ically { seem to be the most viable solution to the problem. Most commercially available Iters of this type
currently appear to rely on simple techniques such as white-lists of trusted senders, black-lists of known
spammers, and hand-crafted rules that block messages containing speci ¢ words or phrases. On the other
hand, the success of machine learning techniques in text categorization [12] has led researchers to explore
learning algorithms in anti-spam Itering. Previous research work on anti-spam Itering studied the perfor-
mance of many popular machine learning algorithms, including Naive Bayes, C4.5, Support Vector Machines
and boosting with C4.5 [10, 4, 2].

Following such results, learning-based anti-spam Iters, mostly based on Naive Bayes, are becoming
operational. This paper presents Filtron, a prototype anti-spam Iter implementation that incorporates the
key ndings of our previous work. Filtron emerged as the result of our thorough investigation of learning
approaches to anti-spam Itering [1].

The remainder of this paper is organized as follows: Section 2 reviews the related work on available anti-
spam Iters, focusing on learning-based and novel alternative approaches. Section 3 presents Filtron and
section 4 summarizes the results of using Filtron on several benchmark corpora. Section 5 exhibits a real life
assessment of Filtron’s performance and nally in section 6 we conclude and suggest further directions.

2 Related Work

The majority of commercial anti-spam Iters currently appear to rely on black-lists, white-lists and hand-
crafted rules that search for particular keywords, phrases, or suspicious patterns in the headers. Black-lists
of known spammers containing e-mail addresses or domain names are of little use, as spammers typically
use fake sender addresses; a more e ective approach maintains on-line databases of IP numbers that have or



could be used by spammers (e.g., open SMTP relays)®. On the white-list side, some commercial Iters send
replies to senders not in the user’s white-list, asking them to answer a simple question in order to rule out
spamming robots. Since there is no learning component to admit messages whose content looks legitimate,
this may lead to a frustrating proliferation of automatic answer-seeking replies.

Following research publications, the developers of anti-spam Iters are becoming increasingly aware of
the potential of machine learning. Consequently, there is a growing number of Iter implementations that
incorporate learning-based components, mostly Naive Bayes classi ers?. For example, an anti-spam lter
based on a avor of Naive Bayes was recently added to Mozilla’s e-mail client. The Iter is trained on
legitimate and spam messages of its particular user, and can be con gured to perform actions such as
moving incoming messages suspected to be spam to a special folder. Mozilla’s Iter supports incremental
learning, i.e., the user can correct the category of misclassi ed messages, and the probabilities of the Bayesian

Iter are adjusted accordingly, without retraining on the entire message collection. popfile is similar in that
it also resides on the client computer, employs Naive Bayes, and supports incremental learning. However, it
is a more general Iter, which apart from detecting spam messages can also classify legitimate messages into
di erent categories. It can also act as an e-mail proxy for pop3 servers and add tags to messages it considers
spam. The tags can then trigger rules of the e-mail client. One of the most interesting characteristics of
popfile is its elaborate preprocessor, which attempts to confront tricks spammers are beginning to use to
confuse anti-spam Iters; for example, inserting spaces, other characters, html comments and formatting
tags between letters or substituting letters with visually equivalent digits or other symbols to fool tokenizers
(asin\g e t r*i*c*h f-a-s-t", \vi<l--45-->agra", \s<b>e</b>x", \d@.teflnder").

An interesting alternative to learning-based anti-spam Iters is Vipul’s Razor3, a form of collaborative

Itering, which relies on a network of servers that store signatures of spam messages. The users of the network
report to its servers spam messages they receive, and at the same time they use screening software that
compares their incoming messages to the spam messages other users have reported. To make the comparison
fast, the reported spam messages are stored as signatures, in the simplest case a hash value for each message.
When an incoming message arrives at the mailbox of a user, the screening software computes its signature
and compares it to the signatures in the network’s servers. If a match is found, the message is moved to a
special folder. If a spam message escapes the matching, the user can report it to the network, and this helps
other users avoid it. Unfortunately, spammers can defeat simple signatures by introducing random changes
to the copies of the messages they send (e.g., inserting a random string), which causes the signatures to be
di erent and the matching to fail. Hence, much of the work in this area is devoted to devising signatures
that are insensitive to such changes.

In the long run, the spam problem is more likely to be solved by a combination of several techniques.
The SpamAssassin Iter is a good example of such a combination. It incorporates elaborate hand-crafted
rules, white-lists, on-line black-lists, Vipul’s Razor, and a Naive Bayes classi er. Users can add their own
rules, white-lists, and black-lists, and they can retrain the Naive Bayes classi er, or modify a set of weights
that specify how much SpamAssasin relies on each Itering technique. A genetic algorithm can also be used
to generate the weights automatically.

3 Anti-spam Filtering with Filtron

Filtron is a fully functional learning-based anti-spam Iter, whose design and implementation emerged as
the result of our extensive exploration of learning approaches to anti-spam Itering [1]. It is based on Weka,

1See for example http://www.mail-abuse.org/, http://ww.ordb.org, http://ww.spamhaus.org/, and
http://www.spews.org/.

2 Naive Bayes spam Iter implementations include Mozilla Mail (http://www.mozilla.org/mailnews/spam.html),
popfile (http://popfile.sourceforge.net/), Mail Iter (http://mailfilter.sourceforge.net/),
SpamAssassin (http://www.spamassassin.org/), K9 (http://keir.net/k9.html), Spammunition
(http://www.upserve.com/spammunition/) and Bogo Iter (http://bogofilter.sourceforge.net/).

% See http://razor.sourceforge.net/.



the open source machine learning platform#. Hereafter we discuss Filtron’s architecture and illustrate how
standard machine learning techniques can be embedded in operational Iters.

Figure 1 depicts Filtron’s architecture. The training subsystem tailors the Iter to the particular user it
is intended to protect, by treating messages previously received by the user as training examples. Thereafter,
when a new message for the user arrives, the classi cation subsystem is invoked to classify it.

Filtron’s training subsystem comes with its own collection of duplicate-free spam messages, which are
used when users lack their own collection of spam messages they have received. We update this collection
regularly, and it currently contains 2559 spam messages. Spam messages are typically sent blindly, without
considering the professions, interests, etc. of the recipients. Hence, training Filtron on spam messages not
received by its particular user does not a ect substantially the quality of the Iter. On the other hand, we
always train Filtron on legitimate messages received by the user, because we have found that many of the
most useful attributes of anti-spam Itering correspond to terms that are characteristic of the legitimate
incoming messages of the particular user. When using Filtron’s pool of spam messages, the user can choose
the number of spam messages to be included in the training collection, to approximate the legitimate-to-spam
ratio of incoming messages s/he is experiencing, which may lead to a more accurate classi er.

The corpus preprocessor scans the training messages and removes duplicates, attachments, and html
tags. It can also replace tokens by unique numbers to make a collection of messages publicly available,
safeguarding the privacy of their recipients and senders. The messages can be provided in a variety of
formats, including folders of several popular email clients. Moreover, the preprocessor builds automatically
a white-list with the addresses the user has received legitimate messages from, and a black-list with the
addresses of the senders of all spam messages, though, as mentioned in Section 2, black-lists of this form
are not very useful. The user can inspect and edit both lists. Also, it is worth noting that the preprocessor
retains only the rst ve messages from each sender. This is justi ed by the fact that a large percentage of a
user’s incoming messages are from senders the user has regular correspondence with, i.e., individuals who are
unlikely to send spam messages and their addresses are usually stored in the user’s address book. The latter
can act as an additional personal white-list: messages from senders in the address book can be categorized
immediately as legitimate, without invoking the learning-based component of the anti-spam Iter. Hence, for
the training collection to be representative of the messages that the learning-based component will be faced
with, messages from regular correspondents should not overwhelm the legitimate subset of the collection.

The attribute selector identi es the best attributes to include in the vector representation, since it is
impractical in terms of computation and storage to consider the whole pool of candidate attributes. Attributes
are selected according to the Information Gain measure [14], which has been shown to be very e ective in
practice. Filtron uses 1-gram attributes only, as our experimental results do not provide evidence on the
bene t of employing n-grams for n > 1 [1]. The number of attributes to retain can be set at will. The
optimal number of attributes, in terms of accuracy, training, and classi cation speed, will vary per user,
and is hard to specify without user-speci c experiments. Existing results, however, suggest that using a few
hundreds of attributes is a good compromise.

Once the attributes have been selected, the vectorizer converts the training messages to vectors. All
attributes are numeric, with the value of attribute X; being de ned as tj(d)=I(d), where t;(d) is the number
of occurrences in document d of the token represented by Xj, and I(d) is the length of d measured in
token occurrences. The training vectors are then passed to the learning component, along with a value
for the parameter , the relative cost of misclassifying a legitimate message as spam (L ¥ S) compared
to misclassifying a spam message as legitimate (S ¥ L). In the learning component, the user can choose
any of the learning algorithms provided by Weka. The default choice is smo, a Support Vector Machine
(svm) implementation, which has demonstrated a good trade-o between accuracy and speed. The learning
component produces a user-speci ¢ classi er that is saved along with the user’s white and black list in the
user’s model.

Filtron is implemented in Java and Tcl/Tk and thus is executable on most platforms. The training com-
ponent typically resides on the same machine with the user’s e-mail client, while the classi cation component
resides on the user’s incoming e-mail server, and is currently compatible only with smtp servers oriented
towards the message delivery mechanism of unix. The classi cation subsystem intercepts the user’s messages

4 Weka is available from http://ww.cs.waikato.ac.nz/ml/weka/.
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before they reach her mailbox using Procmail®, an e-mail processorthat accompaniesmost unix distribu-
tions. The interceptor invokes Filtron's spam detector, passingit as inputs the incoming messageand the
user's model. If the senderis in the user's white-list or black-list, the spam detector classi es the message
as legitimate or spam, respectively, without further processing.Otherwise, it relies on the decision of the
user-speci ¢ classi er. In any case,the only e ect of the spamdetector is the addition of the pre x [Spam?]
to the subject of the messagedt considersspam.

In a typical con guration, the userwrites rules in her e-mail client to identify messageghat carry the
[Spam?] pre x and delete them, move them to a special folder, change their priority, ask their senderto
repost them, etc. Writing sud rules is easyin most modern e-mail clients. Alternativ ely, a Procmail-based
post-interceptor can be set up to intercept messageshat carry the [Spam?] pre x to prevent them from
being stored into the user'smailbox. The post-interceptor can be con gured to perform similar actions asthe
rules of the e-mail client. Usersthat get their e-mail through low bandwidth lines may prefer this option, as
it avoids downloading messagesuspectedto be spam. Periodically, the training subsystemcan be re-invoked
to adjust the classi er to changesin the content and wording of spammessagesand to exploit larger training
collectionsthe user may have accurulated.

4 In vitro evaluation

In [1], we looked thoroughly into seweral parameters of anti-spam Itering and studied experimertally their
e ect onfour benchmark corpora, derived by di erent users.The parametersstudied included attribute vector
represenation (n-gramsfor n = 1;2; 3), attribute selection (frequency thresholding, Information Gain), size
of the attribute and training set and four learning algorithms, namely Naive Bayes[8, 7], Flexible Bayes|[6],
Support Vector Machines[13,9] and LogitBo ost [3], a boosting algorithm on top of regressionstumps asweak
learners. All experiments were formulated and evaluated under a cost-sensitive framework, also described in
the report. Table 1 summarizessome of the results that gave rise to the design of Filtron; the reader may
consult the report for further details.

=1 =9
Pr | Re [ WAcc Pr | Re | WAcc
1{grams
Naive Bayes 90.56 | 94.73 | 94.65 | 91.57 | 92.17 | 94.87
Flexible Bayes 95.55 | 89.89 | 95.15 | 98.88 | 74.63 | 97.76
LogitBo ost 92.43 | 90.08 | 93.64 | 97.71 | 7489 | 97.24

svm 9495 | 9143 | 9542 | 98.12 | 78.33 | 97.60
1/2/3{grams
Flexible Bayes 92.98 | 91.89 | 93.89 | 97.43 | 81.36 | 96.91
svm 94.73 | 91.70 | 95.05 | 98.70 | 76.40 | 97.67
Table 1. Precision, Recall and Weighted Accuracy (%) of the learning algorithms considered, for two cost scenarios
( =19{L! Serrors are considered times more costly than S! L ones)and attribute represertations (1{

grams and 1/2/3{grams). The results were averaged over all corpora produced for the study, retaining per corpus
and algorithm the number of attributes that gave the best results.

5 In viv o evaluation

To explorehow well alearning-based Iter performsin real life, the third author usedFiltron for seven months.
The systemwastrained usingthe pu3 collection®, a collection of 2313legitimate message®f the third author

® Procmail is freely available from: http://www.procmail.org/
® The pul, pu2, pu3 and pua corpora produced for the experiments of this study are publicly available at:
http://www.iit.demokritos.gr/skel/i-config/



